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Introduction

This section includes the following topics:

=  Audience

=  Cloud Backup and Restore Offerings
=  Software Requirements

= Navigating to the Computer Page

Audience

The audience for this document is IT professionals and Evolve IP customers and partners who provide clients
with cloud backup and recovery support using Cloud Backup.

Cloud Backup and Restore Offerings

Cloud Backup continues building on the strategy of expanding the breadth of Cloud Backup and data
protection support as well as expanding the recoverability of data for small businesses. This User Guide
provides support for the following offerings:

= Imaging backup and restore

=  Virtual machines backup and restore for the following products:

Hyper-V
VMware

Software Requirements

Before installing the Cloud Backup cloud backup and recovery software on any computer, it is important to
know what system environments are supported by Cloud Backup and what hardware is required.
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The following table provides the requirements for running the backup software along with web portal
requirements for Hyper-V and Imaging.

Backup Software Requirements

Minimum Requirements

= 2 GHz dual-core CPU

= 1GB of total RAM (500 MB free RAM
during backup, restore, or delete
operation)

=  Free disk space equaling twice the size
of your largest protected file (not
required for VM backups)

=  Broadband Internet Connection

= Microsoft .NET Framework 3.5

Recommended Specifications

=  2GHz quad-core CPU

= 4GB of total RAM

= 1GB free RAM during backup,
restore, or delete operation.

=  Free disk space equaling twice the size
of your largest protected file (not
required for VM backups)

=  Broadband Internet Connection

=  Microsoft .NET Framework 3.5

Portal Requirements

= Internet Explorer 10, 11 (Desktop
Mode)

=  Firefox (most recent version)

=  Flash player 6.0 or higher

=  Silverlight 4.0 or higher

Supported Operating Systems

= Server2012/2012 R2

=  Windows 8

=  Windows 8.1

=  Windows 7 SP1

= Server 2008/2008 R2/SBS 2011
=  Windows Vista SP1

= Server 2003 SP1/SBS 2003 SP1
=  Windows XP SP3

Exchange
=  Exchange2013
=  Exchange 2010
=  Exchange 2007
=  Exchange 2003
=  (No DAG support)
sQL
= SQL 2005 Standard Edition
= SQL 2008 Standard Edition
= SQL 2012 Standard Edition
VMware
= vSphere4.1,5.0,5.1,and 5.5
(including clustered environments)
=  All supported versions require a
VMware Essentials license or higher.
Hyper-V

=  Hyper-V 2008 R2
=  Server 2012 R2
The following Hyper-V hardware versions are

supported.

= Generation1
=  Generation 2
Windows Imaging

=  Windows 7, 8.1
=  Server 2008 R2/SBS 2011/Server
2012/2012 R2
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Navigating to the Computer Page
To use the functionality in Cloud Backup for your customer’s machines, you need to navigate to that machine’s
Computer Page.

To access the Computer Page, perform the following steps.

1. Loginto your account @ https://evolveip.managemybackups.com

The Home page is displayed.

i etpdemo youar ogaea .| Logaut
EVOLVE

Home

Welcome Evolve IP
Evolve IP Dashboard

USAGE

Storage Usage Over Time 12/03/2014 - 03/04/2015( ¥
500GB
400GB -
#—.
..--"""-. \.
300GB ________.___..-—-""
—l |
_/—' *

20068 T —_
100GB

0B

12/710/2014 12/31/2014 0172172015 0271172015

‘You are using 345.29 GBE of your 0.00 B plan.

support@evolveip.net

Copyright © Online Backup Solutions 2015 Evolve IP
877-459-4347

All trademnarks used herein are the property of thelr respective owners.
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2. Atthe top of the page, click Manage.

The Management Dashboard is displayed.

P
Home > Evolve IP
Management Dashboard
View, Edit, and Manage Your Account
MANAGE
Company name: Evolve IP
N Evalve [P 12/04/2014 - 03/04/2015
Contact and billing address: 989 Old Eagle School Rd
Wayne, PA
19087 400GE
us —" gt ——e
p——"
Phone number: 610-232-0453 20068 S g
Usemname: eipdemo
Email address: nreidy@evolveip.net
Online usage: 34529GE o 1272472014 02/04/2015
Custom field: -
a. Add Computer
Computer Version Cloud usage Local backup Preferences &
Cust1-Web-0002 545 188.99 GB - - &
Dan G Dell E5510-0003 544 61.41 GB - - &
Godfrey-VDI-0004 545 178 GB - - &
ZVM-0008 545 75.63 GB - - &
Jason Evolved Off.-0009 544 17.48 GB - - 5§
test-1234-0011 - 0.00B - - &
Headlee-iMac-0013 - 000B - - 5§
Copyright © Online Backup Sclutions 2015 Evolve IP support@evolveip.net
All trademarks used nerein are the property of thelr respective owners. 877-455-4347
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3. Select the computer where the agent is installed.

Hieipdema youar oggedn | Logout
EVOLVE p

o e Ve - Do oo

Home > Evolve IP > Z¥M (0008)

Computer: ZVM (0008)

View Computer (Evolve IP)

COMPUTER INFORMATION

[ Edit
Backup agent: Connected 12/04/2014 - 03/04/2015
Computer name: VM
Computer ID: 0008 0068
Account username: eipdemo
Email address: nreidy@evolveip.net
Phone number- 6102320453 soem
Group: Default Group
Local backup subscription: Disabled 0B
= 01/07/2015 02/18/2015
Backup Set/Action Start Date Results Status
VMs 03/04/2015 01:00 Backed up 3 new items and 1.32 GB online for 00:30:28 Completed ILI
vm images 03/03/2015 23:00 Backed up 3 new items and 367.57 ME locally for 00:09:08 Completed I
Demo Backup 03/03/2015 22:00 Backed up 132 new items and 10.64 MB online for 00:01:48 Completed
VMs 03/03/2015 01:00 Backed up 3 new items and 1.33 GB online for 00:27:50 Completed
vm images 03/02/2015 23:00 Backed up 3 new items and 369.99 MB locally for 00:09:15 Completed
Demo Backup 03/02/2015 22:00 Backed up 121 new items and 4.86 ME online for 00:01:44 Completed
Demo Backup 03/02/2015 10:00 Backed up 2 new items and 117.47 KB online for 00:00:54 Completed
Copyright © Online Backup Secluticns 2015 Evolve IP support@evolveip.net
All trademarks used nerein are the property of thelr respective owners. 877-459-4347

The Computer page is displayed.

4. Follow the steps in the procedures in this guide to perform your backups and restores.
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Chapter 1. Imaging Backup and Restore

This section provides the following information:
® |mage Backup and Restore Features
=  About Image Backups
= |mage Backup Prerequisites
=  Creating Image Backups
=  About Restoring Image Backups
=  Restoring Physical to Hyper-V Backups
=  About Object-level Restore
= |mage Configuration Best Practices
= Deleting Image Backups

Image Backup and Restore Features

Cloud Backup has added the ability to backup and restore physical machines locally with the following
features:

=  Back up servers, desktops, or laptops as volume-level images.
= Recover failed systems as virtual machines or mount images for quick access to files.
Cloud Backup also has added the following restore options:
= Restores to VHD/VHDX to create a Hyper-V Virtual Machine.
= Mounts as a volume or NTFS folder to recover individual files/folders.
To protect against user error, disk, or total system failure, you can backup and protect all local NTFS
volumes, including system/boot to a local storage destination.
Volume capacity limits

The agent cannot back up volumes over 2 TB on Windows 7 and Windows 2008.

For newer Operating Systems (Server 2008 R2/SBS 2011/Server 2012/2012 R2), this limit is 64 TB.
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VSS

The imaging feature uses VSS to quiesce the system on backup. All VSS writers are involved in this
process. Make sure they are in a correct state before running a backup.

Network Backup Destination
if the network path used as a backup destination is on a NAS device, then its file system must not be
sparse.

About Image Backups

When you perform a backup the image is stored locally and unencrypted, so you must ensure that
enough disk space is made available. You can also store revisions.

A once daily backup is the default schedule for an image backup set. You also have the options of
creating a recurring interval schedule, or schedule by calendar date and time.

Backups are run using the standard calendar scheduler. If a backup runs into its next start time, it
finishes and resumes at the next scheduled time. See About Scheduling Backups for more information.

Image Backup Prerequisites

Image backups have the following prerequisites:
= Backup configuration
= Supported disks and file systems
= Supported imaging platforms

Backup Configuration
Install an agent on each physical machine you need to protect.

Supported Disks and File Systems
The following disks and file systems are supported:

= NTFS
=  MBRdisks
=  GPTdisks

Supported Imaging Platforms
The following platforms are supported by Imaging.

=  Windows7,8.1
= Server 2008 R2/SBS 2011/Server 2012/2012 R2
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Creating Image Backups
To create an image backup, perform the following steps.

1. Navigate to the Computer Page.

See Navigate to the Computer Page for instructions.

The Computer page is displayed.

= Compurer: 0017 (0017)
- smaLt

i 2 Edn
Backup agent: Connected 121772013 - O 17/2014
Computer name: o7
Computer 1D: 0017 i
ACCOUNT username
Email acidress.
Phone number: 111.222:3333 dwe
Group: Default Grovp
Local backup subscription: Enabled as ou:oAnou ~

B Activity 3 Settings 4 Backup X Detete J Restore

Backup SevAction Start Date Results Stawus
Backup Set 3 03N7/2014 10:10 Backed up | new items and 6,17 MB locaily for 00:01:42 Completed A
Delete N 72014 0914 Deleted 2 items and 1.07 GB for 00:00:02 Completed
elote 03172014 0913 Deletec O items and 0.00 B for 000002
31772014 0912 Restored 1 iters anc 1,00 8 for 00:00:10 Completed

Restore @BN7201409:10 Reszored 0 items anc 0.00 8 for 00:00.02 Faillec

Restore 03N772004 0907 Restored 1 items and 323.50 M8 for 00:00:31 Compileted
Restore 3N72014 0904 Restored 1 items and 784.73 M8 for 00:0054 Compieted v

Evolve IP | 989 Old Eagle School Rd. | Wayne, PA 19087 | 610.964.8000 | support@evolveip.net | www.evolveip.net



mailto:support@evolveip.net
http://www.evolveip.net/

Cloud Backup Admin Guide EVOLVE®D

2. Click the Backup tab.

The Your Backup Sets section is displayed.

= Computer: 0017 (0017)
== PR
MATION 2 Edit
Backup agent Connected 121772013 - O317/2014
Computer name: 0017
Companer 1D: 0017 s20M8
AcCcount username:
Emall address:
Phone number: 111-222-3333 S
Group: Default Group
Local backup subscription: Enabled o T
B Activity 3 Settings 4 Backup X Defete .} Restore
Your Backup Sets & Export Backup Selection  *+ Add Backup Set
Name Backup Type Next Backup Automatic Backup Manual Controls
& Backup Set2 Images Recurring m P N X
& sackup Sexs Images Recurring AUTOMANC P Y X
e

3. Click the Add Backup Set button. The Create Backup Set page is displayed.

X
Create Backup Set
E-a:khwp Set Name: Backup Set4 @ Type Select Schedule Settings Finish
o Files and Fold )
‘-jr fesanaronders Files and Folders
E Bechange Informatigplol Choose this option to back up individual files and folders on this computer, or -_7__7_\\
) across the network. |
Ep Exchange Mailbox Level
iy s
'Eb System State
Backup Set Name: Backup Set 4
@ Virtual Machines
Backup Destination: (+) Online
Images Local
Mext »
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Click Images.

The Images page is displayed.

Create Backup Set

Backup Set Name: Backup Set 4 © Type Select Schedule Settings Finish

m
sl

=y Files and Folders Images

EJ Exchange Informatesgieie Choose this option to back up images.

Exchange Mailbox Level

4]

SoL

el
lim_

System State
Backup Set Name: | Backup Set 4

Virtual Machines

I

Images

m

MNext P

4. Atthe Backup Set Name field, type the backup set name, and then click Next. All volumes locally
available to the agent are loaded and displayed.

Create Backup Set

Backup Set Name: Backup Set4 o Type @ Select Schedule Settings Finish

Select the volumes on the left you want to include in this backup set.
4 | | BoorVolumes:

& System Reserved (System, Primary Partition)
&9 (C:) (Boot, Primary Partition)
# New Volume (E:) (Primary Partition)

Click on the name of a volume above to see mare information about that volume

4 Back Mext »
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5. Click the name of a volume to see more information about that volume as shown below.
x
Create Backup Set
Backup Set Name: Backup Set4 W Type @ Select Schedule Settings Finish

Select the volumes on the left you want to include in this backup set.
4 | | BootVolumes:

& System Reserved (System, Primary Partition)
&# (C:) (Boot, Primary Partition)

# Mew Volume (E:) (Primary Partition)

Volume name: (C:)
Capacity: 29.90 GB
Space used: 22,64 GB

4 Back Mext »

6. Select the checkboxes of the volumes you want to include in the backup set.

The boot volumes group allows easy selection of any volume required to perform a restore of the
physical system as a functional virtual machine.

The following volume sets cannot be selected for backup:

e Volumes with non-NTFS file systems

e Remote volumes / network shares

e Volumes which are already included in an imaging backup set

o Volumes greater than or equal to 2 TB in size on the following operating systems:
Windows7, 2008, and 2011

e Volumes which reside on disks which are 4k native on the following operating systems:
Windows7, 2008, and 2011
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EVOLVE®S

The selected volumes are displayed in the right panel of the screen.

Note: You can hover over grayed-out volumes to find out why volumes are not available (examples:
the volume is a FAT or belongs to another backup set).

Create Backup Set :
Backu P Set Name: Backup Set 4  Type @ Select Schedule Settings Finish
4 |+ BootVolumes: Boot Volumes:
& System Reserved (System, Primary Partition) & System Reserved (System, Primary Partition)
&F (C) (Boot, Primary Partition) &F (C:) (Boot, Primary Partition)
# Mew Volume (Ej) (Primary Partition)
Click on the name of a volume above to see more information about that volume
4 Back Next »
7. After making your selections, click Next.
The Create Backup Set Schedule page is displayed.
x
Create Backup Set
Backup Set Name: Backup Set 4 o Type & Select @ Schedule Settings Finish
Scheduling (2) Create calendar-based schedule () Create a recurring interval-based schedule
Choose whether to run your backup from a calendar-based schedule or to scan for new and modified files at a specified time interval.
Sunda ho Tuesda ednesda Thursday Frida Saturda
Schedules | Add 5 & & @ & & a4 F 4 =
E 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM
Sundays At 12:00 AM . Allowe To Finish  Allow To Finish  |Allow To Finish | Allow To Finish | Allow To Finish | Allow To Finish | Allow To Finish
Allows To Finish AN
Mondays At 12:00 AM .
Allow To Finish -
Tuesdays At 12:00 AM 03 AN
Allow To Finish
Wednesdays At 12:00 AM
Allow To Finish -
Thursdays At 12:00 AM
Allow To Finish 06 AN
Fridays At 12:00 AM -
Allow To Finish o
Saturdays At 1200 AM || s Al
4 Back Hext »
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8. Create a calendar-based schedule or click the Create a recurring interval-based schedule radio
button.

Note: A once daily backup is the default schedule for an image backup set. See About Scheduling
Backups for more information.

If you select the recurring option, the following scheduling page is displayed.

x
Create Backup Set
Backup Set Name: Backup Set 4 & Type «&f Select @ Schedule Settings Finish
Scheduling () Create calendar-based schedule ()} Create recurring interval-based schedule

Specify that the imaging backup set will scan for changes at a specified time interval or from a pre-set calendar-based schedule,

Back up to the local destination every & = || hours -

Note: If needed, a currently running backup will finish before attempting to start the next scheduled backup.

4 Back Mext b

9. Use the down arrows to make your selections, and then click Next. The Storage location page is

displayed.
x
Create Backup Set
Backup Set Name: Backup Set4  Type Select Schedule € Settings Finish
Archiving rules Keep |96 ~ | recoverable versions of backups at the destination.
Notes:

The backup will run 7 day(s) a week, running a total of 7 time(s) per week
Backup Destination Path: Browse...

Choose a destination for your backups. Please ensure your selected location has enough space to house the entire
backup and future revisions.

Temporary Folder Path: | C:\Windows\TEMP\BackupAgent Browse...

4 Back Mext »
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10. At the archiving rules section, select the number of recoverable versions you want backed up.
11. Type or browse to the backup destination.

Image backups and their revisions must be stored to a local storage location. Valid local storage
locations are:

e Direct attached storage
e Network attached storage
e Removable storage

The following local storage locations cannot be selected for backup:

o Volumes with non-NTFS file systems

e Volumes which are already included in an imaging backup set

e Volumes greater than or equal to 2 TB in size on the following operating systems: Windows
7, 2008, and 2011

e Volumes which reside on disks which are 4k native on the following operating systems:
Windows 7, 2008, and 2011

o Network attached storage with sparse file systems

Important! Because you are backing up the full volume and creating a VHD, ensure that you have

enough local storage space for a full backup of each selected volume (it should be roughly equal to
the used size of the volume) and any incremental changes. See Backup Options for more information.

12. Accept or change the temporary folder designation, and then click Next. The Finish page is
displayed for your review.

Create Backup Set
Backup Set Name: Backup Set4 of Type  of Select  of Schedule & Settings € Finish

@ Selections: This backup set contains 2 volume(s), currently totaling 22.67 GB , with a capacity of 30.00 GB.

System Reserved (System, Primary Partition) 3
(C) (Boot, Primary Partition)

Schedule: The backup will run 7 day(s) a week, running a total of 7 time(s) per week.

s Archiving: You will be able to recover up to 96 version(s) from the past 28 day(s).

If everything looks good, click "Create Backup” below to create this Imaging backup set.

4 Back Create
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13. After verifying the information, click the Create button. The backup status is displayed on the
Your Backup Sets page.

ﬁ Activity ’z‘;l;‘,! Settings ﬁ Backup x Delete \I'} Restore
Your Backup Sets & Export Backup Selection |+ Add Backup Set
Name Backup Type Next Backup Automatic Backup Manual Controls

QD s524FF Files and Folders ~ B Y X%

& 524VMware VMware: QuickSpin - Pl T Ix
& s3p Images - Bl T | x
B Backupsers Images 05/15/2014 02:00 Pl T Ix
G Backup Sets Files and Folders 05/15/2014 00:00 Bl 9 ||x
BF VMware Standard VMware: Standard - B Y | x

About Restoring Image Backups

Because files are being restored, after the restore is completed, you can choose what to do with these files.
The following types of restores are available:

= Restore as a VHD/VHDX file
=  Mount as a drive letter or NTFS folder

About Restoring Hyper-V VHD/VHDX Files
You can attach the Hyper-V disks (VHD files) that are restored to an existing VM.

VHD/VHDX is the virtual hard disk file type used by Microsoft’s Hyper-V hypervisor. The agent produces the
following files depending on the operating system on which it is installed:

= VHD: Windows 7, Windows 2008, Windows 2008 R2
=  VHDX: Windows 8, Windows 8.1, Windows 2012, Windows 2012 R2
All virtual hard disks are recovered as dynamic disks.

Virtual hard disks take the following naming convention by default: Recovery {machine_name} {volume or
volume group label}

Example: Recovery LT-RORLN75_ Boot

You can restore to another system if the OS version is different; however this only works as long as the change
represents an upgrade. For instance, you can back up Windows 7 and restore on Windows 8 but not vise-
versa.

About Mounting VHD Files as a Drive Letter or NTFS Folder
At the Object-level, you can mount a restored VHD file as a drive to explore and extract specific files.
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Restoring Physical to Hyper-V Backups
To restore a physical machine to Hyper-V using Cloud Backup images, perform the following steps.

EVOLVE®S

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions.

The Computer page is displayed.

= Computer: 0017 (0017)

Backup agent: Comnected
Compater name o017

Companer 1D: o7

ACCOUNE LIy Name

Email acdress:

Phone number 115.222-3333
Geoup: Defaut Geowp

Local backup subscription: frabled

B Aoy ) Settings & Bacxup

Backup SoUAcuon Start Dage

S 7204 0504

X Detere

(R

ALenn

7 kot

V220N ONTR2004

) Restore
Resuits Stacus
Backed cp 1 mew Berms and £.17 W8 localy for 00012 Completed A
Defeted 2 Rerrg and 1.07 G8 for 000002 Compieted
Dwieted O Rerms ang 0.00 B for 000002
Restoced 1 Rerms and 1.00 B for 000010 Compieted
Restored 0 Rems and 0.00 0 for 000002
Restored 1 Bems and 32350 MB for 000030 Completed

Resored | mems and 784.73 MB for 0000 54

L I

Completes VY

N

= Computer: 0017 (0017)

Bockup agent: Connected
Compurer name 00

Computer 1D o017

ACCOLNT Lsermame

Email acddrens

Phone number 1990-222-3333
Geoup Defautt Group

Local backup subrcription

Enablea

B Activity B s I vockup X Delete
Your Restores

Type Sanus

Images 1 Resored

Images 0 Restored

Images 1 Restorea

Images 1 Restored

Images 0 Rexored

J restore

Click the Restore tab. The Your Restores section is displayed.

s Eo

12202013 - QW20 /2014

()

X0/
+ Stan a Restore
Completed Cancel Restore
2014 0912
772014 0910
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Click the Start a Restore button.

The Restore Type page is displayed.

Restore

Br

and resto

, Files and Folders
" Restore files that you've backed up by selecting them from their original folder

Q @

hierarchy, by daily snaphots, or by backup set. This option is unavailable
because you've not created any backup sets of this type.

_ Microsoft Exchange

Restore Microsoft Exchange Information Stores or by mailbox level. This option
iz unavailable because you've not created any backup sets of this type.

Virtual Machines
Restore VMware and/or Hyper-V virtual machines, This option is unavailable
because you've not created any backup sets of this type.

Microsoft SQL
Restore Microsoft 5OL databases. This option is unavailable because you've not
created any backup sets of this type.

System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this

Images
Restore images of volumes or mount them for object-level restore.

EVOLVE®S

© Type

Restore from a secondary catalog MNext p

3. Click the Images radio button, and then click Next. The Restore Select page is displayed.

4 || BootVolumes: (3/13/2014 :50 AM)
&F System (System, Primary Partition)
&5 0SDisk (C) (Boot, Primary Partition)
[+] & (B3 (Primary Partition) (3/13/2014 9:50 AM)

(=) 3/13/2014 9:50 AM

© Select

BootVolumes: (3/13/2014 :50 AM)
& Systemn (System, Primary Partition)
&5 0SDisk (C) (Boot, Primary Partition)
&F (B:) (Primary Partition) (3/13/2014 9:50 AM)

4 Back MNext »
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4. Inthe top left panel, select the volume checkboxes you want to restore.
5. Inthe bottom panel, select the specific revision of the virtual machines you want to restore.

Optionally, select the Boot Volumes group if you want to produce bootable virtual machines in
Hyper-V from your backup images. The selected items are displayed in the right panel of the screen.

6. After reviewing your selections, click Next.

Note: The Boot Volumes group is not displayed if the source machine’s boot volume was

housed by a GPT disk.

The Restore Settings page is displayed.

Restore X

Browse and restore your data. & Type o Select @ Settings Restore

Choose how you would like to restore your images(s):

(2) Restore image(s) to this destination: Path: | C:\Restore Browse...

() Mount image(s) on the machine where the agent resides, for quicker, object-level access:

Volume: New Label: Mount as: MNew Drive Letter or Folder:

4 Back Mext »

7. Select the Restore images(s) to this destination radio button.

8. Type the path or browse to the destination folder for the virtual hard disk files, and then click
Next. Ideally, this restore destination is available to your Hyper-V host. If you want to mount an
image, see Restoring an Object-level Backup.

Note: Cloud Backup creates the following virtual hard disk files in the restore destination:
e VHD - If the agent performing the restore is installed on Windows 7, 2008 R2, or 2011 SBS.
e VHDX - If the agent performing the restore is installed on Windows 8, 8.1, 2012, or 2012 R2.
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The Confirmation page is displayed.

Restore
Browse and restore your data. W Type of Select  of Settings € Restore
Selection: You have chosen to restore 3 volume(s) , totaling 142.54 GB.
System
OSDisk (C)
(B
@ Destination: Your image(s) will be restored to C:\Restore.

If everything looks good, click "Restore” below to begin restoring your items to the specified destination.

4 Back Restore

9.Verify your settings, and click Restore. Cloud Backup restores the selected backup images as
virtual hard disk files to the selected restore destination.
10. Launch Hyper-V Manager and proceed through the New Virtual Machine Wizard to the Connect
Virtual Hard Drive step, and then browse to your restored VHD file.
11. Click Finish and the virtual machine is created.

See Hyper-V Manager documentation for more information.

Note: You don’t need to install the OS, as it should already exist in your system image.

Your restore is complete.
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About Object-level Restore
The Image -level restore has the following features:
=  You can mount the backup media as volumes or NTFS folders.

=  You can browse the contents of the backup media in Windows Explorer.
=  You can extract individual files and folders by copying and pasting through Windows Explorer.

Important! The backup media is locked when it is mounted. As a consequence, no backup or restore actions

can occur. To ensure backups run, you must detach the backup media from Disk Management.

Extracting Objects for an Object-level Restore
To extract an object for an Object-level restore, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions.

The Computer page is displayed.

== Computer: 0017 (0017)
-_ >
e View Compuie
& Ean
Backup agent: Connected ¥ 12/17/2013 - OW17/2014
Computer name: 007
Computer 1D: 007 pr—
AcCount username:
Emadl address:
Phone number: 111.222.3333 R
Group: Default Grouvp
. os > o
Local backup subscription: Enabled ~—e
Bl Acuvity (3 Settings ¥4 Backup X Delete ) Restore
Backup Setv/Action Start Date Results Status
Backup Se<3 03N7/2014 10:10 Backed up 1 new items and 6,17 MB locelly for 00:01:42 Completed A
Delete 0317/2014 0914 Deleted 2 items and 1.07 GB for 00:00:02 Completed
Delete 31772014 0913 Deletec O items anc 0.00 B for 00:0002
3NT2014 09012 Reszoced 1 items #na 1,00 8 for 00:00:10 Compieted
Restore 03/17/2014 09:10 Restored 0 iterns and 0,00 8 for 00:0002 Fadec
Restore 031772014 09:07 Restored 1 items and 323 .50 M8 for 00:00:3) Compieted
Q31772014 0904 Restored 1 items and 78473 M8 for 00:00:54 Completed VY
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2. Click the Restore tab. The Your Restores section is displayed.

= Compurer: 0017 (0017)
7 koe
Backup agent Connected 1222003 « GV212014
Computer name o7
Compuner 1D 0017 oD
ACCONT Lrses N
Email sodress
4A10M0
PRone number: 991-222-3333
Group Defaul Geoup
E -
Local backup subscription: Enabled ey
8 Aceviey 3 Servngs & Backup X Delete 3 Restoee !
!
Your Restores + Stara Restore
Type Status Completedt Cancel Restore
ages 1 Restored 2
images 0 Restored 1
mages 1 Restored 04 008
mages 1 Restored I TI20%4 005 ‘
mages 0 Restored NN 003

3. Click the Start a Restore button. The Restore Type page is displayed. Select the Images radio
button, and then click Next.

Restore :
Browse and restore your data. © Type Restore
) -y Files and Folders

Restore files that you've backed up by selecting them from their original folder

hierarchy, by daily snaphots, or by backup set.

Microsoft Exchange

Restore Microsoft Exchange Information Stores or by mailbox leve

is unavailable because you've not created any backup sets of this

Virtual Machines

Restore VMware and/or Hyper-V virtual machines, This option is unavailable

because you've not created any backup sets of this type.

Microsoft SQL

Restore Microsoft SQL databases, This option is unavailable because youve not

created any backup sets of this type.

System State

Restore system state information. This option is unavailable because you've not

created any backup sets of this type.
(= @ Images

Restore images of velumes or mount them for object-level restore.

Restore from a secondary catalog Next »
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The volumes that can be selected for restore are displayed on the Select page.

Restore

Browse and restore your data. V Type @ Select Settings Restore

4 || BootVolumes:(3/13/2014 9:50 AM) Beot Volumes: (3/13/2014 8:50 AM)
&P System (System, Primary Partition) &P System (System, Primary Partition)
&¥ 0SDisk (C) (Boot, Primary Partition) &¥ 0SDisk (C) (Boot, Primary Partition)

[ | & (B (Primary Partition)

(=) 3/13/2014 9:50 AM

4 Back MNext »

In the top left panel, select the volume checkboxes you want to mount.
5. Inthe bottom panel, select the revision you want to mount. The selected items are displayed in

the right panel of the screen.
6. After reviewing your selections, click Next. The Restore Settings page is displayed.

Restore

and restore your data.

Brow o Type  of Select @ Settings

Choose how you would like to restore your images(s):

() Restore image(s) to this destination: Path: Browse...

(&) Mount image(s) on the machine where the agent resides, for quicker, object-level access:

volume: Hew Label: Mount as: New Drive Letter or Folder:
System Recovery_System Drive Letter - Z -
QSDisk (C3) Recovery_C I Drive Letter - j X -

4 Back Next b
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7. Select the Mount image(s) on the machine where the agent resides radio button.

Each selected volume is mapped to a drive letter on the machine where the agent is installed.

By default, each mounted volume is named Recovery_{source volume label}. This naming
convention allows mounted volumes to be easily identifiable.

You can also mount volumes to empty NTFS folders by expanding the Mount as drop-down and
defining a destination folder as shown below.

(#) Mount image(s) on the machine where the agent resides, for quicker, object-level accass:

Volume: MNew Label: Mount as: MNew Drive Letter or Folder:
System Recovery_System l Drive Letter A ‘ Z -
OSDisk (C:) Recovery_C l Folder on existing drive ‘ C\Restore]| Browse...

8. After mounting the images, click Next. The Restore Page is displayed.

*
Restore
Browse and restore your data.  Type Select & Settings @ Restore
Selection: You have selected to mount 2 volumels) for object-level restore. Up to 14.46 MB will be used in local storage.
System
O5Disk ()
ﬁ Destination: Your image(s) will be mounted as:

Recovery_System (Z3)
Recovery_C (X2

When the restore is finished, these volumes will be accessible through Windows Explorer on the machine
where the backup agent is installed. When you are finished, detach the virtual hard disks in Disk Management
so backups can continue.

If everything looks good, click "Restore” below to begin restoring your items to the specified destination.

4 Back Restore
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9. Review your configuration, and click Restore.

The process of mounting the images takes a matter of moments. When this is done, you are able to
access the files and folders inside the chosen images within Windows Explorer on the machine
where the agent is installed.

4 Hard Disk Drives (5)
Local Disk (B:) OSDisk (C:) Disk (E:)
Y | J T ee— 00000 | o e J
L_‘:hy 21.5 GB free of 21.9 GB ﬂ/ 271 GB free of 443 GB E*-:-]/ 790 GE free of 931 GE
Recovery_Systermn (£:) Recovery_C (i)
) | = — |
L_*ay 450 MB free of 498 MB Ei-‘.-:l/ 330 GB free of 443 GB

10. Copy and paste the desired files from the mount image to their ultimate destination via Windows

Explorer.
=) B |
@\J'lu » Computer » Recovery C () » @Qv|£ v Computer » OSDisk (C) » - |$,| Se ) L |
Organize v 1 Open = Print Burn New folder Organize v Share with + Burn New folder = - i @l
= y =
X Favorites Name > S Favorites MName Date modified Type Si
BackupAgent . BackupAgent 3/13/2014 8:44 AM File folder
7l Libraries DRIVERS > Libraries DRIVERS 1/22/2014 %:06 AM  File folder
Intel . Intel 1/22/2014 9:19 AM File folder
78 Computer Perflogs 4 8 Computer . Perflogs 7/13/200911:20 PM  File folder
u Local Disk (B:) Program Files > Local Disk (B:) Program Files 1/27/2014 10:31 AM  File folder
&, osDisk () Program Files (x86) » &, 0SDisk (C:) . Program Files (x88) 3/13/2014 §:41 AM  Filefolder
—a Disk (E3) Restare > a Disk (E:) Restore 3/13/2014 1:04 PM  File folder
a Recovery_C (X2 TEMP > a Recovery_C (X} . TEMP 1/22/2014 10:50 AM  File folder
ca Recovery_System (Z Users > a Recovery System (£ Users 1/22/2014 10:52 AM  File folder
Windows fows 3/12/2014 4:22 PM File folder
€ Network ] .mnd > € Network 3/12/20144:25PM  RND File
| Important file
=+ Copy to 05Disk (C:)
< I b
& Important file Date modified: 3/13/2014 1:12 PM Datl _ 11 items
Text Document Size: 0 bytes b
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11. When you are finished copying the files you need, dismount the disks you mounted in Disk
Management.
12. To access Disk Management, open Run. The Run pop-up is displayed.

= run — =)

= Type the name of a program, folder, document, or Internet

et resource, and Windows will open it for you.

Open: -

'@' This task will be created with administrative privileges.

| ok || cancel || Browse.

13. At the Open field, type diskmgmt.msc. The Disk Management screen is displayed.

-
i=fl Disk Management lilﬂlﬂ

File Action View Help

G mEED S E

Volume I Layout | Type File System | Status I Capacity I Free Spa... I % Fr... I Fa... I Ovl
s (B:) Simple Basic NTFS Healthy (P... 22,00 GEB 2159GE 98% Mo 0%
o Disk (E:) Simple Basic NTFS Healthy (P... 93151 GB 79043GB 85% Mo 0%
—w 05Disk (C:) Simple Basic NTFS Healthy (B... 443.27 GB 2714168 61% MNo 0%
= Recovery_C (¥ Simple Basic NTFS Healthy (P... 443.27 GB 33096GB 15% Mo 0%
= Recovery_System (Z:) Simple Basic NTFS Healthy (A.. 493 MB 451 MB 90% MNo 0%
1w System Simple Basic NTFS Healthy (5. 493 MB 450 MB 90% MNo 0%
b Il
|| —#Disk0 'I
Basic System 0SDisk (C:) (B:)
465.76 GB 499 MB NTFS 443.27 GB NTFS 2200 GB NTFS |
H Online Healthy (Systemn, Acti | |Healthy (Boot, Page File, Crash Dump, Primary F | | Healthy (Primary Partition)
|
eiDisk 1
Basic Disk (E:)
931.51 GB 931.51 GB NTFS
Online Healthy (Primary Partition)
B"—"'!)iskz New Spanned Volume...
asic . . rovery_C (X
44377 GB New Striped Volume... 27 GB NTFS 3 MB
Online New Mirrored Volume... lthy (Primary Partition) Unallocat
New RAID-5 Velume...

L—L‘]CD-ROI\ Convert to Dynamic Disk...

() Convert to GPT Disk
Ne Media Offline
Detach VHD I
| |
B Unallocat fionedies
Help
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14. In Disk Management, locate the disks which contain the recovery volumes. In this case, Disk 2.
15. Right-click and select Detach VHD.

Important! Do not select Delete the virtual hard disk file after removing the disk.

Detach Virtual Hard Disk B e ]

Detaching a virtual hard disk will make it unavailable until it is attached again.
Virtual hard disk file location:

66c630d47X Veabac3061aca2 bbb 7077 fead-4382-08: 1- 1ddfbbe8607a

[] Delete the virtual hard disk file after removing the disk.

v, Deleting the virtual hard disk file will cause all data stored on
m == disk to be permanently lost. H-I

Ok || Cancel |

If you do not dismount these disks, backups for the selected volumes are unable to continue and
errors are displayed in your backups.

Image Configuration Best Practices

e Do not run other plugins concurrently with the same agent. Be sure to schedule backups apart.

e Use a high quality storage platform to store your backups.

e Use USB 3.0 for external drives and gigabit Ethernet for network locations.

e To avoid performance issues, do not use a volume for local storage that is on the same physical
disk as the volumes you want to back up.
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Deleting Image Backups
To delete a backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions.
The Computer page is displayed.

= Computer: 0017 (0017)

pred

o Eon
Bockup agent Connected 7 12/17/2013 - ON12/2014
Computer name 0017
Computer 1D 0017 w20M8
ACCOUNT username:
Emall address
AtomMa
Phone number: 111.222.3333
Group: Default Group
4 nable L - o
Local backup subscription. Enabied T
B Activity ) Setuings J Bockup X Delete .} Restore
HBackup Set/Action Start Date Results Status
ackup Set QN 72014 100 Backed up 1 new itens and 6.17 ME locely for 00:01.42 Completed A
elete Q3172014 09:14 Deleted 2 items ano 1,07 GB for 000002 Compieted
Q31772014 09:13 Delerec C items anc 0.00 B for 000002
@ILore INTR04 0912 Restored | items anc 1,00 B for 000010 Completed
Q31772014 09:10 Restoced O items anc 0.00 8 for 00:0002 Faile
O3 72014 0507 Restored 1 items and 323 50 M8 for 000031 Completed
01772014 0904 Restored | items anc 784 73 MB for 0000 54 Compieted VY

Evolve IP | 989 Old Eagle School Rd. | Wayne, PA 19087 | 610.964.8000 | support@evolveip.net | www.evolveip.net



mailto:support@evolveip.net
http://www.evolveip.net/

Cloud Backup Admin Guide EVOLVE®D

2. Click the Delete tab. The Your Deletes section is displayed.

= Computer: 0017 (0017)
- ot
- W Lo pute
IPUTER INFORMATION 7 Eon
Backup agent- Connected " 12/21/2013 - 02172014
Compater name 0017
Comparter 1D: 0017 s20m8
ACCount username:
Email address
Phone number: 111.222.3333 Peirioiy
Group: Defauit Group
: Enabl o
Local backup subscription: Enabled o Ty
B8 Activity 2} setungs 4 Backup X Detete .} Restore ‘
Your Deletes + Delete Dita
Type Ststus Completed Cancel Delete
Images 2 em(s) Deleted 031772014 014

3. Select the Delete Data button. The Delete Type page is displayed.

Delete

Please select the items you want to delete © Type

»y Files and Folders

" Delete files that you no longer need by selecting from their original folder
hierarchy, by daily snaphots, or by backup set. This option is unavailable
because you've not created any backup sets of this type.

#_ Microsoft Exchange
Delete Microsoft Exchange Information Stores or by mailbox level. This option
is unavailable because you've not created any backup sets of this type.

Virtual Machines
Delete Viware and/or Hyper-V virtual machines, This option is unavailable
because you've not created any backup sets of this type.

Microsoft SQL
Delete Microseft SOL databases, This option is unavailable because youve not
created any backup sets of this type.

System State
Delete system state infermation. This option is unavailable because you've not
created any backup sets of this type.

@] @ Images

Delete diskimages.

Next »
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4. Click the Images radio button, and then click Next. The volumes that can be deleted are displayed.

Delete

Please select the items you want to delete W Type @ Select Delete

Select the volumes on the left you want to delete.

|| &5 Small (M) (Simple)
] & U ) (Simple)
| &#Y (Y (Simple)
[[] & Z(Z) (simple)

4 Back Mext »

5. Select the volume checkbox in the left panel of the screen you want to delete. The selected
volume is displayed in the right panel of the screen.

X
Delete
Please select the items you want to delete o Type @ Select Delete
|« & Small (M:) (Simple) (All Revisions) & Small (M:) (Simple) (All Revisions)

] & U (U3 (Simple)
] & ¥ {3 (Simple)
[] &9 Z(Z) Simple)

4 Back MNext »
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Verify your selection, and then click Next.

Note: Delete removes all historical revisions as well. You cannot delete specific revisions.

The Delete Confirmation screen is displayed.

X
Delete
Please select the items you want to delete W Type o Select @ Delete
-’ESV Selection: You have chosen to delete 1 item(s), totaling 28.61 MB.

If everything looks good, dick "Delete” below to begin deleting your items from online (and/or local) storage.

4 Back Delete

6. Click the Delete button.
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This section provides backup and restore information for the following platforms:

= Hyper-V
=  VMware Standard
= VMware QuickSpin

Hyper-V Standard Backup and Restore
This section includes the following information:

=  Hyper-V Features

=  About Hyper-V Backups

=  Hyper-V Backup Prerequisites

=  Creating Hyper-V Backups

=  Restoring Hyper-V Backups

= Hyper-V Manager Virtual Machines Import Options
= Hyper-V Replication

=  Deleting Hyper-V Backups

Hyper-V Backup and Restore Features
Hyper-V includes the following features:

=  Protect multiple Hyper-V virtual machines with a single agent.
=  Back up Hyper-V virtual machines to the cloud or to your local vault.

= Restore virtual machines to any system for import into Hyper-V, or mount them as virtual
disks.

=  Create and edit Hyper-V backup sets only through the portal, not the backup monitor.

However, Hyper-V backup sets can be started from the backup monitor.

About Hyper-V Backups

Hyper-V backups can be stored locally and in the cloud. When Hyper-V backups are stored locally, they are
stored in the Cloud Backup proprietary format (encrypted and compressed) and require a standard restore
process to access the data.

Hyper-V backups require that the agent is installed on the Hyper-V host, so only the VMs under the local host
are displayed. You can select any number of virtual machines to be backed up.

You can schedule a backup set to run on a standard schedule. The default is running once per night. See About
Scheduling Backups for more information.

During Hyper-V backup, the default is backing up 1 virtual machine at a time. This setting can be changed in
the computer’s Preferences in the portal or in the Backup Monitor.
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Hyper-V backups copy a full initial backup of selected VMs. After this full initial backup, only changed portions
of each VM are backed up to reduce backup times.

Hyper-V Backup Prerequisites
Hyper-V backups have the following prerequisites:

= Minimum Requirements
=  Backup Configuration
=  Permissions Required

=  Hyper-V Supported Platforms

Minimum Requirements
The following list provides the minimum requirements:

= 2 GHz dual-core CPU
= 1 GB of Total RAM (500 MB free RAM during backup, restore, or delete operation)

=  Free disk space equaling twice the size of your largest protected file (not required for VM
backups)

=  Broadband Internet Connection
=  Microsoft .NET Framework 3.5
Backup Configuration
The following list provides the configuration requirements:
= |[nstall an agent on each Hyper-V host running virtual machines that need to be backed up.

=  Ensure that each VM you need to back up has the most recent version of Integration Services
installed.

Note: Because of a Microsoft limitation, Windows XP VMs are paused during backup. This pause interrupts

Hyper-V Permissions
The Agent must be running as a local administrator on the Hyper-V host.

Hyper-V Supported Platforms
The following platforms are supported by Hyper-V.

= Hyper-V 2008 R2

= Server 2012 R2

The following Hyper-V hardware versions are supported.
= Generation 1

=  Generation 2
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Creating Hyper-V Backups
To create a Hyper-V backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions.

The Computer page is displayed.

== Compurer: 0017 (0017)
vas r
- view Lo pute
2 Eon
Backup agent: Connected 12/17/2013 - 01772014
Computer name: 0017
Computer 1D: 0017 p—
ACCOUNt username
Email acidress.
a10M8
Phone number: 111.222:3333
Group: Default Group
- Enabbe cs o4
Local backup subscription: £ d ey
B Activity 3 Settings & Backup X Delete i} Rrestore
Backup SevAction Start Date Results Stawus
Backup Sec3 031772014 10:10 Backed up 1 new items and 6,17 MB locally for 00:01:42 Completed A
Delete anvm4e09s Deleted 2 items and 1.07 GB for 00:00-02 Compieted
3N7/2014 0913 Deleted G itemns and 0.00 8 for 00:00:02 Falec
03N7/2014 0912 Restored 1 items and 1,00 B for 000010 Completed
Restore BNTRN&E 00 Restored O itenss andc 0.00 8 for 00:00.02
Restore Q3NT2014 0907 Restored T items and 323 .50 M8 for 00:00:31 Completed
03N7/2014 0504 Restored 1 items and 784.73 M8 for 00:00:54 Completed v
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2. Click the Backup tab. The Your Backup Sets section is displayed.
E Compurer: 0017 (0017)
Z Edit
Backup agent Connected 121772013 - O3/17/2014
Companter name 0017
Comparter 1D: 0017 s20M8
ACCOunt usermame:
Email address:
Phone number: 111.222-3333 2ot
Group: Default Group
Local backup subscription: Enabled os ou::nou -
B Activity 3 Settings ¥ Bockup X Defete .} Restore
Your Backup Sets & Export Backup Sedection 4+ Add Backup Set
Name Backup Type Next Backup Automatic Backup Manual Controls
& s E images Recurring m P YN X
& : e Images Recurring AUTOMATIC P 9 X
SR
3. Click the Add Backup Set button. The Create Backup Set Files and Folders page is displayed.

Create Backup Set
Backup Set Name: Backup Set 2

{ﬂr Files and Folders
1
E oy sa

@ Virtual Machines

Images

b
& Type Selec Schedule Setting Finish
Files and Folders
Choose this option to back up individual files and folders on this computer, or
across the network.
Backup Set Name: Backup Set 2
Backup Destination: (*) Online and Local
_J) Local
Mext »

4. Click Virtual Machines.
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The Create Backup Set Virtual Machines page is displayed.

*
Create Backup Set
Backup Set Name: Backup Set 2 © Type Select Schedule Settings Finish
<y Fil d Fold .
Lﬂf S Virtual Machines
B saL o _ _
4.7 Choose this option to back up VMware and Hyper-V virtual machines.
E"‘l_| Virtual Machines
Images
Backup Set Name: | Backup Set 2
Backup Type: () HyperV
) VMware
Mext p

5. Select the Hyper-V radio button, and then click Next. The Standard backup message is displayed.

b4
Create Backup Set
Backup Set Name: Backup Set 2 © Type Selec Schedule Setting Finish
= Files and Folders .
Virtual Machines
e soL o _ _
4] Choose this option to back up VMware and Hyper-V virtual machines.
E‘L'_| Virtual Machines
Images
Backup Set Name: | Backup Set 2
Backup Type: (=) HyperV
Standard backup. Backs up your Hyper-V image(s) to the cloud or locally (if local
vault is enabled) for increased protection in the event of a disaster.
Hyper-\ Backup Destination:
(#) Online and Local
) Local
' VMware
Mext »

6. Type the backup name and select the backup destination: online only (if Local Vault is disabled),

local only, or online and local, and then click Next.
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The virtual machines to be selected for backup are displayed.

Create Backup Set

Backup Set Name: Backup Set 2 o Type @ Select Schedule Settings Finish

4 Hf HYPERVI Select the virtual machines on the left that you want to include in this backup set.
] E shell1
] E shel2
| B Shell3Gen2
[] & Shell4Gen2
] & wvista
Windows XP Mew

4 Back Mext b

7. Select the virtual machines to be backed up. The selected virtual machines are displayed in the
right panel of the screen.

Create Backup Set

Backup Set Name: Backup Set 2 W Type @ Select Schedule Settings Finish

4 [ HYPERV1 [ HYPERV1
[ Shell 1 B Shell1
E Shell 2
Bl Shell3Gen2
] Shell4Gen 2
E‘J‘ Vista

Windows XP Mew

COooOE

4 Back Mext
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8. After making your selections, click Next. The Create Backup Set Schedule page is displayed. See
About Scheduling Backups for more information.

Create Backup Set

Backup Set Name: Backup Set 2 & Type & Select @ Schedule Settings Finish

Sunda Tuesday Nednesday Thursda Frida Saturday

Schedules Add 2 AN =

A F 4 & F 4 F 4 & F 4 &
12:00 AM | 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM

SREES A TEERT ) Allow To Finish | Allow To Finish | Allow To Finish | Allow To Finish  AllowTo Finish | AllowTo Finish  Allow To Finish

Allow To Finish

Mondays At 12:00 AM
Allow To Finish

Tuesdays At 12:00 AM 03 AM
Allow To Finish

Wednesdays At 12:00 AM
Allow To Finish

Thursdays At 12:00 AM
Allow To Finish 06 AM

Fridays At 12:00 AM
Allow To Finish

Saturdays At 12:00 AM 08 AM
Allow To Finish

4 Back Mext p

9. Select the schedule for your backup, and then click Next. The Create Backup Set Settings page is
displayed.

Create Backup Set
Backup Set Name: Backup Set 2 o Type  of Select  of Schedule € Settings Finish

Settings Advanced Archiving

Archiving Rules Keep | 4 3| Week(s) ~ | and nofewerthan | 4 & versions.

Determine how long to keep each version and how many versions you want to save to the server.

Temporary Folder Path:  CAWindows\TEMP\BackupAgent Browse...

4 Back Mext »

10. Select the archiving settings and temporary folder destination, and then click Next. See Archiving
Rules for more information.
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Note: 1 GB of temporary space is recommended for Hyper-V backups.

The Create Backup Set Confirmation page is displayed.

X
Create Backup Set
Backup Set Name: Backup Set 2  Type & Select Schedule Settings @ Finish
7@ Selections: This backup set contains 1 virtual machine(s).
Schedule: The backup will run 7 day(s) a week, running a total of 7 time(s) per week.
S Archivi ng: Keep all versions from now to 4 Week(s). After 4 Week(s) keep nothing.
> Keep no fewer than 4 version(s).

Apply this rule to All files.

If everything looks good, click "Create” below to complete the creation of this backup set.

4 Back Create

11. Verify your backup selections, and then click Create. The Your Backup Sets page is displayed with
your current backup status.

=  Computer: 0017 (0017)
- e pute

2 e

Backup agent: Connected 1211772013 - OV17/2014
Compuner name o0y

Computer 1D 0017 asenis
Account uvermname

Email address:

Prone aumber 111.222.3333 T

Group Defaux Growp

Local backup subscription: Enatied =" T

B Acuviny 3 Setungs 4 Backup X Delete J Restore

Your Backup Sets & Sxport Backup Selecton  + Add Backup Set
Name Backup Type Next Backup Aomatic Backup Manual Controds

B eackuo et images Recurrng AUTOMATE » N X

oo BTN
S

To manually run a backup set, click the green arrow (Play) button under Manual Controls. Also, note
the next scheduled automatic backup run time.
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Restoring Hyper-V Backups
To restore a Hyper-V backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions. The
Computer page is displayed.

= Computer: 0017 (0017)
- ¥
2.kon, |
ackup agent: Conmected V21772013 - O317/2014
Computer name 0017
Computes 1D 007 rann
ACCOUNT Usermame
Email sddress
- atems
Phone number 112223333
Croup: Defauk Growp
Enat ca
Local backup subscription: Enatied e
B Actreny 33 Sertings & Backup X Delete ) Restoce |
|
Backup Set/Acton Start Date Resuets Status
wan74 00 Backed up 1 new tems and 617 MBS locally for 000142 Completed A
BT 008 Deteted 2 tems and 107 GB for 000002 Compieted
Defeted O tems and 0.00 8 for 000002
Restored ! weens and 1.00 B for 00000 Completed
Restored O wems ana 0.00 B for 000002
Restored | Reess and 323 .50 MB for 000081 Comzieted
Restored 1 items and 784 73 M for 000054 Compietes VY
.
2. Click the Restore tab. The Your Restores section is displayed.
= Computer: 0017 (0017)
s Eon
Backup agent Connected 122172013 - OV 212004
Computer rame 0017
Computer W 0017 wromn
Accourt usermnane
Fmast address
d10Me
Phone number 111.222.3333
Group Defount Group
T ="
Local backup wibncription: Enatied e
B Actriy ) Settngs & Backup X Detese } Restore
Your Restores + Start a Restore
Type St € omplerted Cancel Restore
mages 1 Restored OV 014 0912
mages 0 Restored O/ 0910
mages 1 Restored NI 908
mages 1 Restored OVIIV04 0905
mages 0 Restored AR

Click the Start a Restore button. The Restore Type page is displayed.
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Restore

Brov

o &

and restore your data.

, Files and Folders
Restore files that you've backed up by selecting them from their original folder
hierarchy, by daily snaphots, or by backup set. This option is unavailable
because you've not created any backup sets of this type.

Microsoft Exchange
Restore Microsoft Exchange Information Stores or by mailbox level. This option
is unavailable because you've not created any backup sets of this type.

Virtual Machines
Restore VMware and/or Hyper-V virtual machines,

Microsoft SQL
Restore Microsoft SQL databases. This option is unavailable because you've not
created any backup sets of this t

System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this type.

Images
Restore images of valumes or mount them for object-level restore. This option
is unavailable because you've not created any backup sets of this type.

EVOLVE@»

© Type

Restore from a secondary catalog

-
o

MNext p

3. Select the Virtual Machines radio button The Hyper-V restore option is displayed in the right
panel.

Restore

Br

o and restore your data.

>y Files and Folders
¥ Restore files that you've backed up by selecting them from their criginal folder
hierarchy, by daily snaphots, or by backup set. This option is unavailable Ie)
because you've not created any backup sets of this type. -

#_ Microsoft Exchange
Restore Microsoft Exchange Information Stores or by mailbox level, This option
is unavailable because you've not created any backup sets of this type.

Virtual Machines
Restore VMware and/or Hyper-V virtual machines,

Microsoft SQL
Restore Microsoft QL databases, This option is unavailable because you've not
created any backup sets of this type.

System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this type.

Images
Restare images of volumes or mount them for object-level restore. This option
is unavailable because you've not created any backup sets of this type.

Choose how to browse the Virtual Machines you want to restore:

© Type

Hyper-V - Standard Recovery
Restore Hyper-V virtual machines from the cloud or local vault,

VMware - QuickSpin Recovery
Restore VMware virtual machines quickly from a local host. This option is
unavailable because you've not created any backup sets of this type.

VMware - Standard Recovery

Restore VMware virtual machines from the cloud (and from a local folder for
Local Only backups). This option is unavailable because youve not created any
backup sets of this type.

Restore from a secondary catalog Next »

4. Select the Hyper-V Standard Recovery radio button, and then click Next.
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The virtual machines are displayed.

X
Restore
Brov ind restore your data. o Type @ Select Settings
[C] E) Shell 1 (HYPERVT) select the irems on the left that you want restore.

] @) Windows XP New (HYPERVT)

Click on a virtual machine name above to select an older revision for restore.

4 Back MNext »

5. Inthe top left panel, select the virtual machine checkboxes you want to restore.

Your selection is displayed in the right panel of the screen.

X
Restore
Browse and restore your data. o Type @ Select Settings Restore
[] E) Shell 1 [HYPERVT) ] Windows XP New (HYPERV1) (4/14/2014 11:00 PM)

[V ] Windows XP New (HYPERV1) (4/14/2014 11:00 PM)

(=) 4/14/2014 11:00 PM 5
0 4/13/2014 11:00 PM

0 4112/2014 11:00 PM

o 4/11/2014 11:00 PM

) 4/10/2014 11:00 PM

) 4/9/2014 11:00 PM

() 4/8/201411:00 PM

() 4/7/201411:00 PM

() 4/6/2014 11:00 PM

() 4/5/201411:00 PM -

4 Back MNext p

6. Inthe bottom panel, select the revision you want to restore.
Note: You can only choose one revision to restore per selected VM.

7. After making your selections, click Next.
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The Destination page is displayed.
Restore

Brow:

and restore your data. © Settings Rest

=]
it

Destination Path: Browse...

Please choose a restore destination folder. Upon restore, a folder for 2ach selacted WM will be created in this directory and each VM's associated
files will be restored into its respective folder. Once restored, the WM files can be imported into Hyper-V.

4 Back Mext b
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8. Type or browse to the destination folder through the pop-up window, and then select a

destination.

Restore

Browse and restore your data.

Destination

9. Click OK. The destination folder is displayed in the field.

Restore

Please select a recovery destination:

4 Wy HYPERV

4 & Local Disk(C)

> | $Recycle.Bin

LocalVault

L Perflogs
& |4 Program Files
» | L Program Files (x86)
> | ProgramData
|0 Systemn Volume Information
Users

» L Windows

 Type

Select @ Settings Restore

yand each VM's associated

Browse and restore your data.

Destination

10. Select Next.

Path: = CilocalVault

Please choose a restore destination folder. Upon restore, a folder for each selected VM will be created in this directory and each VM's associated
files will be restored into its respective folder. Once restored, the VM files can be imported inte Hyper-V.

OK

W Type

Browse...

Cancel

4 Back Mext »

© Settings Rest

o
™

4 Back Mext »
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The Restore page is displayed. See Hyper-V Manager Virtual Machines Import Options for more

information.
X
o Type Select
@ Selection: You have selected to restore 2 virtual machine(s), totaling 4.21 GB.
ﬁ Destination: Your selected item(s) will be restored to C\LocalVault.
Hype r-V Man ager: After the selected virtual machine file(s) are restored, you can recover these VMs using the Import Virtual

Machine feature in the Actions menu of Hyper-V Manager. When importing these VMs, you will have a
choice between three import options:

Register: Choose this option if the destination you selected for the recovered virtual machine(s) is the destination you intend to runit from. The
original ID of the VM will be used when registering the VM with hypervisor.

Restore:  Choose this option if the destination you selected for the recovered virtual machine(s) is a temporary location (e.g., on a share or
removable drive) and you want Hyper-V to move the restored files to the appropriate location and register the virtual machine for you.
The original ID of the VM will be used when registering the VM with the hypervisor.

Copy: Choose this option if you intend to import the recovered virtual machine(s) multiple times (e.g., you are using the virtual machine(s) as
a template for a new virtual machine). Hyper-V will copy the restored files to the appropriate location for you. With this option, a new
1D will be generated and used to register the VM with the hypervisor.

4 Back Restore

11. Verify the restore selections and then click Restore. The Your Restores page is displayed with the
status.

= Computer: 0021 (0021)

— )
NFOELLATION # Eait

Backup agent: Running =~ D105/ 2014 - DAN0S 2014

COmMpUTEr name: 024 Chaift

Computer |0 o2

ACCOUNT WSETMame:

Ermasil address:

PRGne s, 111223333

(Grop: Drefault Group

Local Badkup subseription: tnabied

B Acxivity @ Sertings 1 Backup X Detere 3 memone

Your Restones + S5tart a Restorg

Type Status Completed Cancel Restore

ypec: Seandcs E— ——Ty =

12. To cancel a restore, select the Cancel Restore icon.
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After the restore is complete, the restore status is displayed.

= Computer; 0021 (D021)

# Ede

Backup agent: Connected & DUIOSV2004 - DA/ 0N
Comparter name 0021
Comgamer 1D oozt

Email address:

Phgere nanmier; 111-222-3333
Grawgy Default Group
Local backup subsoription: Enabled

Bl Activity ) semings 4 Backup ¥ Delete | Restore

Your Restores + Start a Restore
Type Status Completed Cancel Restore
Hyper-¥: Standard 1 ¥hils) Restored CA092014 15110

Restoring to a Folder
You can select the restore folder for the desired VM using the Import functionality in Hyper-V manager and
import the VM into their environment.

Each VM has its own folder created within the specified restore directory.
Within that folder, the VM files are created with the same folder structure as when they were backed up.

All VHD files (associated with VM disks) and the XML configuration file are restored with a VM restore. If the
VM was backed up in offline mode and the memory state needed to be saved, a VM restore also restores
those associated BIN and VSV files.

Backup States of Imported VMs
A VM is imported in a certain state depending on the state it was in when backed up. The following table
provides the various backup states.

Running Online Off
Running Offline Saved
Saved Offline Saved
Paused Offline Saved
off Offline Off

Hyper-V Manager Virtual Machines Import Options
After you have restored your selected virtual machines, you must Import them into Hyper-V to power
on and access the VMs.
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To access Hyper-V import options, launch Hyper-V Manager, select Import Virtual Machine, and then
select the VM directory you have restored.

There are 3 virtual machines import options in Hyper-V Manager:

= Register
= Restore
= Copy
Register

Choose this option if the destination you selected for the recovered virtual machines are the destination
you intend to run it from.

The original ID of the VM is used when registering the VM with hypervisor.

Copy

Choose this option if you intend to import the recovered virtual machines multiple times (for example,
you are using the virtual machines as a template for a new virtual machine). Hyper-V copies the restored
files to the appropriate location for you.

A new ID is generated and used to register the VM with the hypervisor.
See Hyper-V Manager documentation for more information.

Hyper-V Replication
Hyper-V Replication is a feature of Hyper-V 2012 and greater versions that allows users to replicate their
production VMs to a secondary host on a near-continuous schedule.

If you are using Hyper-V replication, it is recommended that the Cloud Backup agent is installed on the
recovery host and backs up the recovery VMs. This method puts less of a load on the production server.
This method also provides more data protection.

Refer to the third-party Hyper-V Replication documentation for more information.
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Deleting Hyper-V Backups
To delete a Hyper-V backup, perform the following steps.

1. Navigate to the Computer Page.

See Navigate to the Computer Page for instructions. The Computer page is displayed.

—] Computer: 0021 {021)
—] . -

# Edit
Backup agent: Connected D1/DA/2014 - O4/08S2014
Computer rarme: ooz
Computer 1D; [vra]
ACCount UsermaEmss
Email address:
Phome mismier 111-222-3333
Groasp: Default Graug
Local backup subsoription:  Enabled

Bl Activity & Settings U Backup X Delete -} Restore
BaCkup SenfAcion Sram Dane Resiilts SIaTUS
B 582 C/GR2014 00000 Bacied up 1 new items and 0.00 B ondine for 000216 Completed
Backup %ot 1 CR0T2014 23700 Bacird up 1 new gems and 51.2.20 ME onling fior 000722 Completed
E Ser 2 CUBTA014 000 Biacked up 1 new items and 0.00 8 ondine for 00:0203 Completeg
e

2. Select the Delete tab. The Your Deletes page is displayed.

E Compurter: 000 (00210

# Ede
[ p—— Connected OADIAD N - CHI T 4
[ s o2 1
Companes ID- [ rE]
AL O AFPT T
Ermani] sefefrewe
Phisiiar fmamlind 111.222-3333
R Eratanit Croug
Lorsl b usbacriprion: [ aabied
Bl aectmwity £ Sriting i Bacvup M Dieie .} mestore
Wotirr Blachiuip Se1s @ Eapein Batiogg Selecnon 4+ Asd Baciag St
Moy Hackug Type Mext Hackup Anrnmati Bl oup Wlanual Congrs

B i St iy, Seandi woszmazioe [ o X
. Hypir ¢ SEana wosznecose [ _JIR L

3. Select the Delete Data button.

The Delete Type page is displayed.
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Delete

Please select the items you want to delete

Files and Folders

¥ Delete files that you no longer need by selecting from their eriginal folder
hierarchy, by daily snaphots, or by backup set. This option is unavailable
because you've not created any backup sets of this type.

L

. Microsoft Exchange
Delete Microsoft Exchange Information Stores or by mailbox level, This option
is unavailable because you've not created any backup sets of this type.

(@] Eﬂ Virtual Machines
Delete VMware and/or Hyper-V virtual machines,

Microsoft SOL
Delete Microsoft SQL database
created any backup sets of this ty

his option is unavailable because you've not

System State
Delete system state information. This option is unavailable because you've not
created any backup sets of this

Images
Delete disk images. This option is unavailable because you've not created any
backup sets of this type.

EVOLVE®S

© Type

Next »

4. Select the Virtual Machines radio button.
5. The Choose how to browse the Virtual Machines you want to delete options are displayed in the
right panel.

Delete

Please select the items you want to del

, Files and Folders

Delete files that vou no longer need by selecting from their original folder
hierarchy, by daily snaphaots, or by backup set. This option is unavailable
because you've not created any backup sets of this type.

. Microsoft Exchange

Drelete Microsoft Exchange Information Stores or by mailbox level, This option
is unavailable because you've not created any backup sets of this type.

Virtual Machines
Delets Viviware and/or Hyper-V virtual machines,

Microsoft SQL
Delete Microsoft SQL databas
created any backup sets of thist

his option is unavailable because you've not

System State
Delete system state information. This option is unavailable because you've not
created any backup sets of this t

Images
Delete disk images. This option is unavailable because you've not created any
backup sets of this type.

© Type

Choose how to browse the Virtual Machines you want to delete:

(=) HyperV - 5tandard Recovery
Drelete Hyper-V virtual machines from the cloud or local vault.

VMware - QuickSpin Recovery
Delete VMware virtual machines quickly from a local host, This option is
unavailable because you've not created any backup sets of this type.

VMware - Standard Recovery

Delete Viviware virtual machines from the cloud (and from a local folder for
Local Only backups). This option is unavailable because yourve not created any
backup sets of this type.

MNext p

6. Select the Hyper-V Standard Recovery radio button, and then click Next.
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The Virtual Machines are displayed.

X
Delete

Please select the items you want to delete o Type @ Select Delete

[ E_J Shell 1 (HYPERVT) Select the items on the left that you want delete.,

] Bl Windows XP New (HYPERV1)

Click on a virtual machine name above to select which older revisions to delete.

4 Back Mext »

7. Select the virtual machines you want to delete. The selected virtual machines are displayed in the
right panel of the screen.

Delete

Please select the items you want to delete  Type @ Select Delete

[] ] Shell 1 (HYPERV1) (All Revisions) [ Shell 1 (HYPERV1) (All Revisions)
(] [ Windows XP New (HYPERV1)

] 3/22/201412:00 AM

4 Back Next »

8. Inthe bottom panel, select the specific revisions of the virtual machines you want to delete.
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The following example shows 3 revisions selected.

Please select the items you want to delete W Type  © Select Delete

Shell 1 (HYPERVT) (All Revisions) [E) Shell 1 (HYPERV1) (All Revisions)
Windows XP New (HYPERV1) (3 Revisions) E_J Windows XP Mew (HYPERV1) (3 Revisions)

4/14/2014 11:00 PM =
4/12/201411:00 PM

4/12/2014 11:00 PM

4/11/201411:00 PM

4/10/2014 11:00 PM

4/9/2014 11:00 PM

4/8/2014 11:00 PM

47772014 11:00 PM

4/6/2014 11:00 PM

4/5/2014 11:00 PM -

o Y N

4_Docl Bloact b

9. After making your selections, click Next. The Delete Confirmation page is displayed.

X
Delete
Please select the items you want to delete W Type Select @ Delete
@ Selection: You have chosen to delete 1 item(s), totaling 1.00 GB.

If everything looks good, click "Delete” below to begin deleting your items from online (and/or local) storage.

4 Back Delete
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10. Confirm your selection and click Delete.

If you select certain revisions to delete that other revisions (not currently selected for deletion) are
dependent on, the following message is displayed.

o There are 8 other backups that are dependent on your selection. Would you like to proceed with the delete
and also delete the dependent backups?

Yes Mo

If you select Yes, the dependent backups are also selected for deletion.

If you select No, nothing is changed. The message is displayed until selections are made that have no
dependent revisions.

The Activity Page is displayed with the latest Delete.

= Compuber: D021 (DO}
_ N .

& Bt
Hackup agent Conmepcted 5 D1/0R/T01A - CAADRFIDTA
L meniter name Doz
Commpuner 10 ooz
AT UFSET TTE
Ermail addess:
i FrImEET. 111-222-3333
Lot Dafaul Grong

Lol Backup subscription: Enatled

Bl Activiey ) SeEring U Backup XK Detce b Remoie
Backig) LA CTIoN SLart Date Bl GEACrR
CTRTOT 1ol Dwiened | ivems and 1,00 GB for 000005 Comgleted

DR 2014 020 o s 1 e e and 000 B anline for DOE00-1E

2014 2300 kad w1 new B and 31230 MB cnlineg for 000723

72004 0G0 cued up 1 new meme and G.0018 onling for D020

Baddiiid 2508 i up 1 Aew Ber and 480 85 MB salne for BlbihE1

SR04 DCr00 cied up 1 new Berms and 3000 gnline for 0OHIL A5

EFFEEE

DAL 2300 cid s 1 new e Bnd 4T1. 78 MB andine for D084
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VMware Backup and Restore
This section includes the following information:

= VMware Features

=  VMware Backup Prerequisites

=  VMware Standard Backup and Restore

= VMware QuickSpin Standard Backup and Restore

VMware Features
VMware includes both Standard and QuickSpin backups.

VMware Standard allows you to select multiple VMs running on multiple hosts to back up to the Cloud
Backup cloud, the customer’s local vault, or both.

You can see, select, and back up VMs that reside on hosts in a cluster. You can restore VMs to a host
that is in a cluster.

VMware QuickSpin creates a recovery VM on a local vCenter/ESX host. Also, with QuickSpin, you can
create and update a recovery VM on a host that is in a cluster. See About VMware Clusters for more
information.

VMware Backup Prerequisites
VMware backups have the following prerequisites:

= Minimum Requirements
= VMware Permissions
=  VMware Supported Platforms

Minimum Requirements

The following list provides the minimum requirements:

= 2 GHz dual-core CPU

= 1 GB of Total RAM (500 MB free RAM during backup, restore, or delete operation)

= Free disk space equaling twice the size of your largest protected file (not required for VM backups)
= Broadband Internet Connection

= Microsoft .NET Framework 3.5

VMware Supported Platforms
The following platforms are supported by VMware.

= vSphere4.1,5.0, 5.1, and 5.5 (including clustered environments)
= All supported versions require a VMware Essentials license or higher

VMware Standard Backup and Restore
This section includes the following topics:

=  About VMware Standard Backups
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= Creating VMware Standard Backups
= Restoring VMware Standard Backups
= Deleting VMware Standard Backups

About VMware Standard Backups
With VMware Standard Backups you can perform the following actions:

=  Backup the VM locally, to the cloud, or both.

= Back up VMs in clustered environments.

=  Choose to restore VMs into a sandbox test recovery or as a production recovery.
= Choose whether to attempt to automatically start the VMs upon restore or not.

Creating VMware Standard Backups
To create a VMware Standard backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions.

The Computer page is displayed.

= Computer: 0017 (0017)

J Eun

Backup agent: Connected 1271272013 - OV 1772014

Computer name 00Y7

Computer 1D 0017 20

ACCOUNt unername

Emadl address:

Phone number 111-222:3333 R

Group: Default Geowp

Local backup subscription: Enatied os T

B Activiny 3 Setungs 4 Bacxup X Detete ) Restore

Backup Set/Acton Start Date Results Status
Backed up 1 new items and 6.17 MB locally for 000142 Completec A
Deleted 2 Reens and 1.07 GB for 000002 Compietee
Defeted © tems and 0.00 B for 000002
Restoced 1 Rems 4nd 1 .00 8 for 000010 Completed
Restoced 0 ivems and 0.00 8 for 0000002
Restored 1 items and 32350 MB for 000030 Completec
Restoced 1 items and 784,73 MB for 00:00:54 Completes VY
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2. Click the Backup tab. The Your Backup Sets section is displayed.

= Computer: 0017 (0017)
L
- e Y te
& Edit
Backup agent: Connected 121772013 - ON17/2014
Companer name: 0017
Compaster 1D, 0017 s20M8
Account username:
Email address:
Phone number: 111.222-3333 Stog
Group: Default Group
Local backup subscription: Enabled e u”:]""
B Activicy o Settings 4 Backup X Deicte J Restore
Your Backup Sets & Export Backup Sedection 4+ Add Backup Set
Name Backup Type Next Backup Automatic Backup Manual Controls
& Bac Images Recurring AUTOMATIC B Y X
& Backup Set images Recurring AUTOMATIC P Y X
6™

3. Click the Add Backup Set button. The Create Backup Set page is displayed.

X
Create Backup Set
Backup Set Name: Backup Set 7 © Type Select Schedule Settings Finish
=) Files and Folders .
Files and Folders
ﬁ Exchange InformaticaRieg Choose this option to back up individual files and folders on this computer, or
) across the network.
ﬁp Exchange Mailbox Level F
£y s
E‘@ System State
Backup Set Name: Backup Set 7
Ej Virtual Machines
Backup Destination: (=) Online
Images Local
Next b

4. Click Virtual Machines.

The Create Backup Set Virtual Machines page is displayed.
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Create Backup Set 8

Backup Set Name: Backup Set7 © Type Select Sche

@ Rles and kol Virtual Machines

% Exchange Informatichiory Choose this option to back up VMware and Hyper-V virtual machines.
E.D Exchange Mailbox Level

=l

£ 7 saL

‘gg System State

Ej Virtual Machines

Backup Set Name: | Backup Set 7

Backup Type: () Hyper-vV
Images () VMware

Next »

5. Select the VMware radio button. The VMware Backup types are displayed.

Create Backup Set :

Backup Set Name: Backup Set7 © Type Select

) Files and Folders

Virtual Machines

?_7 Exchange Infanmatesiees Choose this option to back up VMware and Hyper-V virtual machines.
%D Exchange Mailbox Level

=l

i "y saL

Eﬁ Systemn State

@ Virtual Machines

Backup Set Mame: = Backup Set 7

Backup Type: () Hyper-V
Images (2} VMware
2) QuickSpin backup. Allows immediate recovery in case of a catastrophic problem.

) Standard backup. Backs up your VMware image to the cloud or local storage
(if local vault is enabled] for increased protection in the event of a disaster.

Mext p

Evolve IP | 989 Old Eagle School Rd. | Wayne, PA 19087 | 610.964.8000 | support@evolveip.net | www.evolveip.net



mailto:support@evolveip.net
http://www.evolveip.net/

Cloud Backup Admin Guide EVOLVE®D

6. Click the Standard backup, The Online and Local radio buttons are displayed.

Create Backup Set -

Backup Set Name: Backup Set7 © Type Select Sche

ﬂ Files and olees Virtual Machines

1
[J._\f QL Choose this optien to back up VMware and Hyper-V virtual machines.

@ Virtual Machines

Images

Backup Set Name:  Backup Set 7

Backup Type: () HyperV
(=) VMware
) QuickSpin backup. Allows immediate recovery in case of a catastrophic problem.

(») Standard backup. Backs up your Vilware image to the cloud or local storage
(if local vault is enabled) for increased protection in the event of a disaster.

Standard backup destination:
(=) Online

oca

MNext »

7.Select your option, and then click Next. The Select page is displayed. If you've added a host before
(by creating another VMware backup set), the host displays. Otherwise no hosts display.

Add either vCenter or stand-alone hosts by typing the IP address in the text box and clicking Add.

Create Backup Set :
Backup Set Name: Backup Set 7 v Type  © Select Sche Settings

(5 192.168.22.202:443 Select the items on the left you want to include in this backup set.
(55 192.168.22.203:443

Lhange >erve

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

4 Back Mext »

Evolve IP | 989 Old Eagle School Rd. | Wayne, PA 19087 | 610.964.8000 | support@evolveip.net | www.evolveip.net



mailto:support@evolveip.net
http://www.evolveip.net/

Cloud Backup Admin Guide EVOLVE®D

The new IP address is displayed.

X
Create Backup Set
Backup Set Name: Backup Set7 o Type @ Select Schedule Settings Finish
E,J 192.168.22.202:443 Select the items on the left you want to include in this backup set.

(53 192.168.22.203:443

Change Server Credentials...

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

192.168.1.443| Add

4 Back Mext »

8. To change server credentials, select the host and then click the Change Server Credentials button.
The Credentials pop up is displayed.

Note: You can authenticate to an : Unmanaged ESX host, a vCenter, or an ESX host managed to a
vCenter. If you authenticate to a managed host, the dialog is slightly different — it indicates that
the host is managed and asks for the credentials for the vCenter.

X
Create Backup Set
Backup Set Name: Backup Set 7 W Type @ Select Schedule Settings Finish
Please sign into the server: (@) The backupset will rely on these credentials to
1921 Ysername: perform the backup. Please use credentials that
192.1 .. won't change often, or else the backup will fail.
administrator
Password:
(XTTITTTT
oK Cancel
Change Server Credential
Type the IP address of the server you want to add {e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:
Bac Ne

9. Make your changes and click OK.
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Select the virtual machines to be backed up.

Note: In the left panel, the green display indicates that the VM is powered on. VMs that are from

older hosts or have older hardware levels are grayed out.

The selected virtual machines are displayed in the right panel of the screen.

Create Backup Set

Backup Set Name: Backup Set7 o Type @ Select Schedule Settings Finish

G Cristina - vSphere 4 Win XP4 < [ 192.168.22.203:443
1 John-XP Small Clone {51 Windows 2008 Standard 64bit_2
11 Shell 21-not working 1 Windows 7 32bit_3
(1 Shell 22-not working &1 Windows Vista Business SP1_8
5 Shell 23-not working
5 Shell 24-not working
5 Shell 25-not working
1 Steve - Windows XP Small old VM
W2K3 64bit 5P2 50L05 Exch 03_1
W2K3 SBS 32 bit 5P2_1
Wendy - Win7 X86
Wendy - XP small
Win7_x86_4debug
Windows 2008 Standard 64bit_2
Windows 7 32bit_3
|+ Fh Windows Vista Business SP1_8
] (3 xp_clonel
[ &) xp_clone2 A

Change Server Credentials...

REOOO00000DOC0O0DOODOD

PEREI I

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

Add

4 Back Next p
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Note: If you selected a VM that requires special considerations, the following message is displayed.
Ensure that the conditions listed are met, before clicking Yes, or the VM may not back up.

Create Backup Set
Backup Set Name: Backup Set 7 W Type @ Select Schedule

The following VM(s) may not be able to be backed up successfully because of the following issues between Windows 2008/2011 SBS and ESXi 4.1 and later:

Windows 2008 Standard 64bit_2

Please ensure that the following conditions are met for the selected YMs:

1. The UUID attribute must be enabled.
2. The virtual machine must use only SCSI disks.
3. The virtual machine must not use dynamic disks.

If you are sure that these cenditions are met for the above YM(s), you may continue.
Do you want to continue?

Yes No
Windows 7 32bit_3
1 Windows Vista Business SP1_8
[} xp_clonel 1
xp_clone2
Type the IP address of the server you want to add (e.g. 192.168.1.1:443), If the host
is managed by vCenter, please type the vCenter's IP address:
Add
Back ext
The selected virtual machines are displayed in the right panel.
x
Create Backup Set
Backup Set Name: Backup Set7 & Type  © Select Schedule Settings Finish

B Cristina - vSphere 4 Win XP4 ) 192.168.22.203:443
Eh John - XP Small Clone & Windows 7 32bit_3
Eh Shell 21-not working

1 Shell 22-not working

1 Shell 23-not working

1 Shell 24-not working

[ Shell 25-not working

Steve - Windows XP Small old VM

{3 W2K2 64bit 5P2 SOLO5 Exch 03_1

Eh W2K3 SBS 32 bit SP2_1

1 Wendy - Win7 X86

1 Wendy - XP small

Eh Win7_x86_ddebug

5 Windows 2008 Standard 64bit_2

51 Windows 7 32bit_2

] & Windows Vista Business SP1_8

[] (3 xp_clonel 1

[ & xp_clone2 -

RODOOOODOODOOOODODDC

Change Server Credentials...

Type the |P address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

4 Back MNext »
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10. After making your selections, click Next. The Create Backup Set Schedule page is displayed. See
About Scheduling Backups for more information.

x
Create Backup Set
Backup Set Name: Backup Set 7 o Type  f Select @ Schedule Settings Finish
Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Schedules Add 12 AN »

# # # & & # &
1200AM | 1200AM | 12:00AM | 12:00AM | 12:00AM | 1200AM | 12:00AM

AL ZEEIEL AllowToFinish  Allow To Finish  AllowToFinish | Allow To Finish | AllowTo Finish  Allow To Finish | Allow To Finish

Allow To Finish 01 AN

Mondays At 12:00 AM
Allow To Finish

Tuesdays At 12:00 AM 03 AN
Allow To Finish

Wednesdays At 12:00 AM
Allow To Finish

Thursdays At 12:00 AM

Allow To Finish 06 AN
Fridays At 12:00 AM

Allow To Finish

Saturdays At 12:00 AM 08 AN
Allow To Finish

4 Back Mext »

11. Select the schedule for your backup, and then click Next. The Create Backup Set Settings page is
displayed.

Create Backup Set
Backup Set Name: Backup Set 7 o Type Select  of Schedule @ Settings Finish

Settings Advanced Archiving

Archiving Rules Keep | 4 ([ Week(s) v andnofewerthan| 4 & versions.

Determine how long te keep each version and how many versions you want to save to the server,

Temporary Folder Path: | C\Windows\TEMP\BackupAgent Browse...

4 Back Mext »

12. Select the archiving settings and temporary folder destination, and then click Next. See Archiving
Rules for more information.

Note: 1 GB of temporary space is recommended for VMware Standard backups.
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The Create Backup Set Confirmation page is displayed.

X
Create Backup Set
Backup Set Name: Backup Set 7 & Type Select & Schedule & Settings @ Finish
@ Selections: This backup set contains 1 virtual machine(s).
6 Schedule: The backup will run 7 day(s) a week, running a total of 7 time(s) per week.
E Archivin g: Keep all versions from now to 4 Week(s). After 4 Week(s) keep nothing.
: Keep no fewer than 4 version(s).

Apply this rule to All files.

If everything locks good, dlick "Create” below to complete the creation of this backup set.

4 Back Create

13. Verify your backup selections, and then click Create. The Your Backup Sets page is displayed with
your current backup status.

B Activity {2 setrings i Backup # Delete 1] Restore
Your Backup Sets & Export Backup Selection ||+ Add Backup Set
Name Backup Type Next Backup Automatic Backup Manual Controls

& Backupsetz Images Recurring B Y X A
E—' Backup Set 3 Images Recurring
Backup Set 4 Images 04/23/2014 00:00
Backup Set5 VMware: Standard 04/23/2014 00:00
Backup Set7 VMware: Standard 04/23/2014 00:00

B R

g‘

AR AR AR Ak
& | | | | | e
X X X X X

®

To manually run a backup set, click the green arrow (Play) button under Manual Controls.
Also, note the next scheduled automatic backup run time.
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Restoring VMware Standard Backups
To restore a VMware Standard backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions. The

Computer page is displayed.

Cosmyparnesr: O02E-@ (DD2E)

Backup sgent: Connected
LRI P Dodd-a
oy I Lake

LTI LILP T

Eovusill sechdivess:

Phecne ruamis 111-222-3333
e Dot Gt

Local backup sstmcripticn; DiEasled

B Aoy B Semings I Backup

Backup SeviACtion Srart Dane

X Detere

1aaHE

& Edn

01243014 - SR S00 4

Remesed 1 Rerd 8na 125,00 B for 0B 27

Backed op | febw Bertd and 13500 ME onlins for DDE11

Baceed up 1 reew iBered ana 18814 KB anbng Tor G805 18

Bacied up & few Berd and 050 B aaling Sor 00531
Duirbed 1 Borra and 128 00 Ml for 000001
Remored 1 Berr and 1,00 B for 000010

Remored 3 Rermy and 41 41 Ml for 000034

2. Click the Restore tab. The Your Restores section is displayed.

= Computer: G017 (0017)

=

- ok

ek sgerm Connected
Compartes name OOZE-a
Compainer B0 DozE

ALDDANTL RS

Ernail sddreis

Phane nusmiber: 111.222.3333
froapc Dataish Group
Looal backup subscription: Frabisc

BB actisiny & Semings. U Backup

Your Restores
Type ST

Wi Pl 0K FESTEred any st dunng the Lt T days

3. Click the Start a Restore button.

iras

LoEF T L]

LA
Eompienea
Eampirtrd

Cempisted

Completed
Complsted

Compieted

# Eo

DA ED A - D PA20T4

LEERRER LT

Completed

A

+ S a Remone

Cancel Restore
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The Restore Type page is displayed.

Restore =

Bro

and restor

your data. © Type

[s] r_y Files and Folders
h Restore files that you've backed up by selecting them from their original folder
hierarchy, by daily snaphots, or by backup set.

#_ Microsoft Exchange
Restore Microsoft Exchange Information Stores or by mailbox level, This option
is unavailable because you've not created any backup sets of this type.

[®] @ Virtual Machines
Restore VMware and/or Hyper-V virtual machines.

Microsoft SOL
Restore Microsoft SQL databases, This option is unavailable because you've not
created any backup sets of this ty]

System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this type.

(9] @ Images

Restore images of volumes or mount them for object-level restare,

Restore from a secondary catalog Next ¥

4. Select the Virtual Machines radio button. The VMware restore options are displayed in the right

panel.
>
and restore your data. © Type
O r_y' Files and Folders Choose how to browse the Virtual Machines you want to restore:
' Restore files that you've backed up by selecting them from their original folder
hierarchy, by daily snaphots, or by backup set. Hyper-V - Standard Recovery
Restore Hyper-V virtual machines from the cloud or local vault. This option is
A Microsoft Exchange unavailable because youve not created any backup sets of this type.
Restore Microsaft Exchange Information Stores or by mailbox level. This option
is unavailable because you've not created any backup sets of this type. VMware - QuickSpin Recovery
Restore VMware virtual machines quickly from a local host. This option is
. unavailable because youve not created any backup sets of this type.
(=) @ Virtual Machines
Restore Viviware and/or Hyper-V virtual machines.
s (») VMware - Standard Recovery
Restore VMware virtual machines from the cloud (and from a local folder for
Microsoft SQL Local Only backups).
Restore Microsoft SQL databases. This option is unavailable because you've not
created any backup sets of this type.
System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this type.
O @ Images
Restore images of volumes or mount them for object-level restore.
Restore from a secondary catalog Mext »
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Note: You have the option of restoring from a secondary catalog if you have received a
recovery drive from Cloud Backup. To do so, click the Restore from a secondary catalog
button, and then select from the pop-up window as show below. Click OK when done.

Please select a catalog file below:

« Hj Evolve-PC
» & Local Disk (B9
> @& Local Disk (&)
» & Local Disk (E9)

Cancel

5. Select the VMware Standard Recovery radio button, and then click Next. The virtual machines are

displayed.
Restore :
Browse and restore your data. « Type @ Select Restore Destination Restare
SELECT THE VM) YOU WANT TO RESTORE AS STANDARD RECOVERY VM(S]: TEMS SELECTED FOR RESTORE:
> [] () Andreea-vSphere 5.1 - DSL3 clone Select the items on the left you want to restore.

4 Back Next »

6. Click the virtual machines to be restored.
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The virtual machine revisions are displayed.

X
Restore
Browse and restore your data.  Type @ Select Settings Restore Destination Restore
4[| B Andreea - vSphere 5.1 - DSL3 clone Select the items on the left you want to restore.

() 4/24/2014 8:43:37 AM

4 Back Mext b

7. Inthe top left panel, double click the virtual machine to display the revisions, and then select the
virtual machine revision radio button you want to restore.

Your selection is displayed in the right panel of the screen.

Restore :
Browse and restore your data. o Type @ Select Settings Restare Destination Restore
4[] [ Andreea - vSphere 5.1 - DSL3 clone 1 Andreea - vSphere 5.1 - DSL3 clone (Latest Revision)

(+) 4/242014 8:43:37 AM

4 Back Next b

8. After making your selections, click Next.
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The Restore Settings page is displayed.

Restore

Brow nd restore your data. & Type  of Select @ Settings Restore Destination Restore

Restore type Choose the type of restore you want to perform:

(&) Sandboxed test recovery
Sandboxed test recovery is a non-destructive means for you to verify the integrity of your backed up VM(s) without impacting
normal business operation. Your original VM(s) remain powered on and fully operational. Selected VMs will be copied from the
cloud to a destination of your choice and deployed within an isolated VLAN,

(U Production recovery
Replace your selected, original VM(s) with a version stored in the cloud. If the original, protected VM(s) is still running and you've
choosen to automatically start the recovery VM, the protected VM will be shut down before powering up the recovery VM.

Auto Start LI After the VM(s) is restored, automatically start it.

4 Back Next »

9. Select a Restore type radio button.

If you select Sandboxed test recovery (default option)

e The source/production VMs are not shut down.

e The recovery VMs selected are started on their own separate VLAN to avoid conflicts with the
production VMs.

If you select Production recovery
. The source/production VMs are shut down (if available).
. The recovery VMs selected are started using the production network. They assume the
role of the original production VMs.

10. After making your selections, click Next. The Restore Destination page is displayed.

Restore
Browse and restore your data. W Type  of Select o Settings € Restore Destination Restore
L Select all VM(s)

Virtual Machine(s) Source Host IP Address . Please select a destination host to specify
: settings for the selected VMs.
[l BhAndreea- vSphere 5. 192.168.21.25

Destination Host
Resource Pool
VM Folder
Datastore

Add Mew Server...

4 Back Next p
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In the left panel, select the VMs for which you want to specify settings.
Option: You can choose the settings for all VMs by selecting the Select all VMs checkbox so every

VM uses the same Destination Host, Resource Pool, VM Folder, and Datastore.

The bottom left panel displays your selection status.

Restore

Browse and restore your data. o Type  of Select  &f Settings € Restore Destination Restore

i
g
&

] Select all VM(s)

Please select a destination host to specify

Virtual Machine(s) Source Host IP Address B 192.168.22.202
) @ settings for the selected VIVls.

|| (PAndreea- vSphere 5. 192.168.21.25

Destination Host| Not Specified
Resource Pool Not Specified
VM Folder Not Specified
Datastore Not Specified

Change Server Credentials... Add New Server...

4 Back Next »

11. In the center panel, select the host on which the recovery VMs should reside as shown in the
example below. The Destination Host status is displayed in the bottom left panel.

Restore

Browse and restore your data. o Type o Select o Settings @ Restare Destination Restore

[+] Select all VM(s)

Wirtual Machine(s) Source Host IP Address a [ 192.168.22.202 L @ VM Folder
(] BhAndreea- vSphere 5. 192.168.21.25 [ i 5.1 Cluster > B Datastore

Destination Host| 192.168.21.23
VM Folder Not Specified
Datastore Not Specified

Change Server Credentials.. | = Add New Server...

4 Back Mext »

12. If selecting hosts that are part of a cluster, click the Cluster.
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The destination hosts are displayed. See About VMware Clusters for more information.

Restore

Browse and restore your data. o Type  of Select o Settings @) Restore Destination Restore

[+ Select all VM(s)

Virtual Machine(s) Source Host IP Address a 5 192.168.22.202 . @ VM Folder
(/] GhAndreea-vSphere 5. 192.168.21.25 + (] B 5.1 Cluster » 8 Daastore
(=) @ 192168.21.23
) @ 192168.21.25

Destination Host| 192.168.21.23
VM Folder Not Specified
Datastore Not Specified

Change Server Credentials... | | Add Mew Server...

4 Back Next »

13. Optionally, click the Change Server Credentials button to change username and password. The
Credentials popup is displayed.

*

Restore
Browse and restore your data. V Type o Select o Settings @ Restore Destination Restore

Please sign into the server:

Username:
Virtual Machine administrator

Password:

LI IITLL]]

0K Cancel

Change Server Credentials... | | Add New Server..

14. Change username and password, and then click OK.
15. Optionally, click the Add New Server button to add a new server.
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The Add New Server popup is displayed.

Restore

Browse and restore your data. o Type  of Select  of Sertings @ Restore Destination Restore

Type the IP Address of the server you want to add (e.g. 192.168.1.1:443),

Note: If the host is managed by vCenter, type the vCenter's IP address. You will then be able to navigate to the host you want.
Virtual Machine(
Add

16. Type the IP address in the text box, and then click Add. The credential prompt displays and asks
you to authenticate.

Restore

Browse and restore your data. o Type  of Select  of Settings @ Restore Destination Restore

o
i

Please sign into the server:
Username:
Virtual Machine( administrator
Password:
LIIRLTI12]]

OK Cancel

Lnange >ernver Lredentials... Add New SEMVEr.

Back ext
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17. At the Restore Destination page, in the right panel, select the Resource Pool, VM Folder, and
Datastore for the selected VMs as shown in the example below.

Restore

Broy

and restore your data.

© Restore Destination Restore
] Select all VM(s)

Virtual Machine(s) Source Host IP Address

4 [/] (51 192.168.22.202 4 [ VM Folder -
[¥] FiAndreea- vSphere 5. 192.168.21.25 4|/ g 51 Quster 4 O Andreea
(0 @ 192168.21.23 O Backup
O @ 1921682125 () [ Restore
4 () @ Andrei

4 () @ veenter folder
O Q5-backup
O recovery vmz
4 ) @ Cosmin
O [ Folder?
O ED Folder2
O [ Recovery
4 O Cristi
(] @ Restore
4 B Datastore
() B John1 (2TB Total, 1.39 TB Fre«
(v) B John2 (4 TB Total, 3.2 TB Fret

Destination Host  152.168.21.23
VM Folder Restore
Datastore John2 (4 TB Total, 3.2 TB Free)

E

Change Server Credentials... | | Add New Server...

4 Back MNext p

18. When done making your selections, click Next. The Restore Confirmation page is displayed.

%
Restore
Browse and restore your data. o Type of Select  of Settings & Restore Destination € Restare
EI Selection: You have chosen to recover 1 virtual machine(s) as a Sandboxed test recovery.
ﬁ Information: You are restoring the following recovery VM(s):

Andreea - vSphere 5.1 - DSL3 clone
The following recovery VM(s) will be created:

Andreea - vSphere 5.1 - D5L3 clone_Test_Recovery

If necessary, power off non-critical VM(s) on the destination to make sure that you hawve sufficient resources available.

If everything looks good, click "Create Sandboxed Test” below to begin restoring your selected Viis.

4 Back Create Sandboxed Test
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If you selected Production recovery restore type, the following page is displayed.

X
Restore
Browse and restore your data. W Type  of Select o S
ﬁ Selection: You have chosen to recover 1 virtual machine(s) as a Production Recovery.
ﬁ Information: You are restoring the following recovery VM(s):

Andreea - vSphere 5.1 - DSL2 done

If necessary, power off non-critical VM(s) on the destination to make sure that you have sufficient resources available.

If everything looks good, click "Restore” below to begin restoring your selected VMs. Please make sure to add any newly created recovery
WMs to a backup set to ensure that they are backed up properly.

4 Back Restore

19. Verify your selections, and then click Create Sandboxed Test or Restore (depending on your
restore type).

The Your Restores page is displayed showing status of the restore.

E Compurer: D02E-a (DOZE)

OMPUTER INFORMATION & Edit
Backup agent: Running O1F2472004 - D4/ZA/2014
Computer name: 00283
Computer 10 oo2s —
ACCOUNT USeTTame:
Ermail sddress:
Phone numbes: 111-222-3333 e
Group: Default Group
Local backup subscriprion; Ditabled as PYEPIETT)
Bl Activiny  Sewtings 1 Backup X Detete I} Restore
Your Restores + Stara Restore
Type Srams Complenad Cancel Restone

Viiware: Standard 0 VMis) Restored | estone sunmne | =]
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When the restore is complete, the final status is displayed as show below.

HINN

Computer: 0028-a (DO2E)

2 Edit
Backup ogent: Connected O1/2452004 - DA/ZAI2014
COmpUeT name: o028a
- 3
Compuner 1D; ik S
ACCOUNT USErTaEme
Email address:
PR feaisis=er fi1-222.3333 T - ™
Group: Drefat Group
- 1]
Local badkup subscription: Disabled za Pryr—
B Acuivicy i Settings & Backug XK Delere } mestore
Your Restores + Stan a Resore
Ty Sratus Completed Cancel Restore
Wiiware: Standard 1 WhilE] Restored 272472014 D50

Note: if the host you restore to has a VM with the same name, the restored VM appends _Recovery
(or Recoveryl if Recovery exists).
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Deleting VMware Standard Backups
To delete a VMware Standard backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions.

The Computer page is displayed.

= Compuoer: 00285 (DOZE)
 Eant

Mackup agent Connected DI04 - V2SFH0N4

COMMPUTET Fame: 002E-a

Commputer B; DOZE S

ACTOLET LSS

rmasill meddress:

Prunne nismber: 111-222-3333 o

Group: Defauh Grocg

Local backup subsoprion: Disabled - FETTITIT
Bl acerenty o Settanga I Backup X Delete b Betore
Backup SeuAction Srar Date Ror sl St
DAPATHINE 1135 Eiacied up & newy inems ana 000 B onbine for 00007 A
CATATONA TE:IE Semonsd 1 ems and 000 B for DO Comgleed
Y Eacknd up | few Bemi 8nd 12800 MB locally for 033741
Befoind 1 timd and 12500 WS fer 000217 Compietied
Esriea i | e e B 12500 MB ening for D0mE11 Complenen
Escied up | e memE sna 186014 KB onbine fior 0000018 Complened
Bacnd up O e Remz snd 000 1B cnline for 0000211 i
2. Select the Delete tab. The Your Deletes page is displayed.
= Computer: 0ZE-a (DD2E)
b=~ s o &

T 4 Edit
Backup agent Connected O1/25/2014 - DA2SIZ014
Commparter name: 0028-a
Comparter 10: 00z8

Tkl

Ermnil addness:
PreOdse Masmiber 1112223333 b
Group: Default Group

Local backup subscription: Disabied 8
S5 2014
= Activity ,B Lettings "‘ Backug X Delete \_,I, Restoae
Your Deletes + Delete Daa
Type Status Completed Cancel Delete

Wou hawg not deleted any data in the Last 7 days

3. Select the Delete Data button. The Delete Type page is displayed.
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Delete

Please select the items you want to delete © Type

.y Files and Folders

¥ Delete files that you no longer need by selecting from their criginal folder
hierarchy, by daily snaphots, or by backup set. This option is unavailable
because you've not created any backup sets of this type.

#_ Microsoft Exchange
Drelete Microsoft Exchange Information Stores or by mailbox level. This option
is unavailable because you've not created any backup sets of this type.

(8] Ej Virtual Machines
Drelete VMwrare and/or Hyper-V virtual machines,

Microsoft SQL
Delete Microsoft SQL databases. This option is unavailable because you've not
created any backup sets of this type.

System State
Delete system state information. This option is unavailable because you've not
created any backup sets of this type.

Images
Drelete disk images. This option is unavailable because you've not created any
backup sets of this type.

Next »

4. Select the Virtual Machines radio button. The Virtual Machine options are displayed in the right

panel.
Delete :
Please select the items you want to delete © Type Delete
O r_y' Files and Folders Choose how to browse the Virtual Machines you want to delete:
N Delete files that you no lomger need by selecting from their original folder
hierarchy, by daily snaphots, or by backup set. Hyper-V - Standard Recovery
Delete Hyper-V virtual machines from the cloud or local vault. This option is
4 Microsoft Exchange unavailable because you've not created any backup sets of this type.
Delete Microsoft Exchange Information Stores or by mailbox level, This option
is unavailable because you've not created any backup sets of this type. (=) VMware - QuickSpin Recovery
Delete WMware virtual machines quickly from a local host,
(=) @ Virtual Machines
Delete Viviware and/cr Hyper-V virtual machines. () VMware - Standard Recovery
Delete VMware virtual machines from the cloud {and from a local folder for
Local Only backups).
Microsoft SOL
Delete Microsoft SQL databases. This option is unavailable because you've not
created any backup sets of this type.
System State
Delete system state information. This option is unavailable because youve not
created any backup sets of this type.
] @ Images
Delete diskimages.
Mext »

5. Select the VMware Standard Recovery radio button, and then click Next.
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The Virtual Machines are displayed.

Delete
Please select the items you want to delete W Type @ Select Delete
> [] {5 Andreea-vSphere 5.1- DSL3 clone Select the items on the left you want to delete.

4 Back Next »

6. Select the virtual machines you want to delete. The selected virtual machines are displayed in the
right panel of the screen.

Note: If you click the arrow button next to the VM, a list of revisions are displayed. You can choose
to delete specific revisions instead of the entire VM.

If you select certain revisions to delete that other revisions (not currently selected for deletion) are

dependent on, the following message is displayed.

Q There are 8 other backups that are dependent on your selection. Would you like to proceed with the delete
and also delete the dependent backups?

Yes Mo

If you select Yes, the dependent backups are also selected for deletion.

If you select No, nothing is changed. The message is displayed until selections are made that have no
dependent revisions.
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>
Delete
Please select the items you want to delete o Type @ Select Delete
»||«] () Andreea - vSphere 5.1 - DSL3 clone [ Andreea - vSphere 5.1 - DSL3 clone

4 Back Mext p

7. After making your selections, click Next. The Delete Confirmation page is displayed.

x
Delete
Please select the items you want to delete W Type o Select @ Delete
@ Selection: You have chosen to delete 1 item(s), totaling 125.00 MB.

If everything looks good, dlick "Delete” below to begin deleting your items frem online (and/or local) storage.

4 Back Delete
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8. Confirm your selection, and then click Delete. The Activity Page is displayed with the latest

Delete.

= Computer: 0021 (D021)

Backug agent: Connected
COmEUTET Paeme; 021

Compurer 1D; 001

ACCOUNE LISETTImE:

Ernail acdress.

Phone musmibbern 111.222-3333
Groasp: Default Graup

Local backup subscription: Enabled

Bl Activity & Settings 1 Backup ¥ Delete

Backup Set/ACTHON Start Date

Celete C/DR/2014 s
Backup et 2 L2014 0og
Backup Set AT 4 2300
Backup Set : AMTIAN 4 O
Backup Set 1 DAMEA2014 23500
Backup et 2 G601 4 B0
Batkup Set 1 A/S/2014 23700

-} Restore

Results

Deeleted 1 e and 1.00 GB fior O0000-0%

Backpd up 1
Bacied up 1
Backed up 1
Bacioed up 1
Backed up 1

Bacied up 1

i i ancl 000 B onlirs for 0016
new ikems and 51230 MB online for 0000722
ey e ancl 0.00 B onlirse for 000003
new imems and 49165 MB online for 0020701
ruwy g nd 0000 B onlire for 00001:55

nEw M &nd 47178 ME anline for DO0E:44

A Edit

D1/08/ 2074 - 0082004

STatus

Completed A
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VMware QuickSpin Backup and Restore
This section includes the following topics:

= About QuickSpin Backups

=  Creating QuickSpin Backups
=  Restoring QuickSpin Backups
= Deleting QuickSpin Backups

About QuickSpin Backups
VMware QuickSpin extends VM backup ability to allow you to spin up a standby virtual machine onsite
in a matter of minutes in case of a failure with your primary servers.

The VMware QuickSpin backup replicates the source VM data to a standby VM on another host. You
need to select the Destination Host and the Datastore that is hosting the recovery VMs.

When the backup runs, the recovery VM is updated so the standby VM is always up-to-date as of the
latest backup. Whatever has changed between the last backup and the current backup is then stored in
the local storage that you selected.

QuickSpin restores are very simple, partially because the recovery VMs are standing by locally at the
customer’s site, ready to be started to replace their disabled production counterparts.

QuickSpin Licensing

License fees for QuickSpin are charged per host. For example, if backup 1 VM is on a host then a fee is
charged for a license for that host. If you backup a VM from another host, there is a fee charged for
another license. You can back up as many VMs on the host as you would like.
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Creating QuickSpin Backups
To create a VMware QuickSpin backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions. The
Computer page is displayed.

== Compurter: 0017 (0017)
e e Ry
MEUT o & Ean
Backup agent Connected /' 12/17/2013 - 03/17/2014
Computer name: 0017
Computer 1D: 0017 azess
ACCOUNT username
Email ackdress.
a30M8
Phone number: 111.222.3333
Group: Default Group
ol back: bscri; - Enable o8 » -
o B wm s 03/10/2014
B Activity 3 Settings @ Backup X Delete J mestore
Backup SevAction Start Date Results Statwus
Backup Set 3 QNTR014 1010 Bacied up 1 new items and 6.17 MB locally for 00:01:42 Compieted A
QINT2004 0574 Deleted 2 items and 1.07 GB for 00:00.02 Completed
Delete 031772014 09:13 Deleted O iterns and 0.00 B for 00:00:02 Failec
Restore LNTR014 0912 Reszored 1 items #nc 1,00 B for 00:00:10 Completed
3172014 09:10 Reszoced 0 items and 0,00 8 for 00:0002 Failec
Q3N72014 0907 Restoced 1 items and 323.50 M8 for 00:00-31 Compieted
Restore QanT2004 0904 Restored 1 items and 78473 M8 for 00:00.54 Completed \
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EVOLVE®S

2. Click the Backup tab. The Your Backup Sets section is displayed.

= Computer: 0017 (0017)

Backup agent Connected

Computer name: 0017

Compunter 1D 0017 S30M8
Account username:

Email address:

Phone numbers: 111-222-3333 R
Group: Default Group

J Eait

121772013 - OM17/2014

Local backup subscription: Enabled

-Mvvtty .B Settings ‘ Backup X Delete J Restore

Your Backup Sets & Export Backup Selection 4+ Add Backup Set

Name Backup Type Next Backup Automatic Backup Manual Controls

& sacups images Recurring P Y X

& Backupsets Images Recurring AUTOMATIC P Y X
SN

03/18/2014

3. Click the Add Backup Set button. The Create Backup Set Files and Folders page is displayed.

Create Backup Set
Backup Set Name: Backup Set 8

=) Files and Folders

L

Files and Folders

Exchange Information Store

across the network.
Exchange Mailbox Level

&

SQL

i

|

System State

Backup Set Name: Backup Set 8

@ Virtual Machines
Backup Destination: (=) Online

Loca

Images

Choose this option to back up individual files and folders on this computer, or

Next »

4. Click Virtual Machines.

The VMware Backup types are displayed.
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Create Backup Set

Backup Set Name: Backup Set8
) Files and Folders

% Exchange Information Store
@p Exchange Mailbox Level
&y s

Eb System State

ﬁj Virtual Machines

Images

© Type Select

Virtual Machines

Choose this option to back up VMware and Hyper-V virtual machines.

Backup Set Name:  Backup Set 8§
Backup Type: () HyperV
) VMware

EVOLVE®S

Mext »

5. Click the VMware radio button. The Create Backup Set Virtual Machines page is displayed with
QuickSpin selected by default.

Create Backup Set

Backup Set Name: Backup Set 8
=) Files and Folders

EJ Exchange Information Store
ﬁp Exchange Mailbox Level
£y sa

% System State

Ej Virtual Machines

Images

© Type Select Recavery

Virtual Machines

Choose this option to back up VMware and Hyper-V virtual machines.

Backup Set Name: | Backup Set 8
Backup Type: () Hyper-V
L*) VMware

(#) QuickSpin backup. Allows immediate recovery in case of a catastrophic problem.

() Standard backup. Backs up your VMware image to the cloud or local storage
(if local vault is enabled) for increased protection in the event of a disaster.

Mext »

6. Click Next.
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The Virtual Machine hosts are displayed.

Create Backup Set

Backup Set Name: Backup Set 8 o Type @ Select

(= 192.168.22.202:443
[ 192.168.22.203:443

Type the IP address of the server you want to add (e.g. 192.168.1.1:443), If the host
is managed by vCenter, please type the vCenter's IP address:

EVOLVE®S

Select the items on the left you want to include in this backup set.

4 Back Next »

7. Select the host to display the virtual machines. The Change Server Credentials button is activated.

8. To change server credentials, click the Change Server Credentials button. The Credentials pop up

is displayed.

Create Backup Set

Backup Set Name: Backup Set8

Please sign into the server:

1927 Username:

192, _
administrator

Password:

Change Server Credentials..

Type the IP address of the server you want to add (e.g. 192.168.1.1:443), If the host
is managed by vCenter, please type the vCenter's IP address:

9. Make your changes and click OK.

o Type @ Select Schedule Settings Finish

(@) The backupsetwill rely an these credentials to
perform the backup. Please use credentials that
won't change often, or else the backup will fail.

0K Cancel

10. To add a new server, type the IP address in the text box and then click the Add button.

Note: You can authenticate to an Unmanaged ESX host, a vCenter, or an ESX host managed to a

vCenter.
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If you authenticate to a managed host, the dialog is slightly different — it indicates that the host is
managed and asks for the credentials for the vCenter.

The added server is displayed.

x
Create Backup Set
Backup Set Name: Backup Set8 o Type @ Select Schedule Settings Finish
[ 192.168.22.202:443 Select the items on the left you want to include in this backup set,

55 192.168.22.203:443

Change Server Credentials...

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

192.168.1.443 Add

4 Back MNext »

11. Double-click the host name. The virtual machines to be selected for backup are displayed.

Create Backup Set
Backup Set Name: Backup Set 8 W Type @ Select Recovery V|

@ 192.168.22.202:443 *  Belect the items on the left you want to include in this backup set.
el (55 192.168.22.203:443
! [ Andrei
[ Andrein
(7 Cristi
@ Cristina
@ Cristina B
@ Discovered virtual machine
@ Oana
@ Ramona
| @ Wendy
|| 1 4.0 win 2003 64bit - agent
[ & 4.0Windows 7 - AGENT INSTALLED
4.0 %P clone 1
|| & 4.1 DSLclone host 1
| &b AgentWindows 2003 SP2 64bit
(] (51 Alin Shell
|| 1 Clone - Vista Business o

Change Server Credentials...

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

4 Back MNext p

12. Select the virtual machines to be backed up.
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The selected virtual machines are displayed in the right panel of the screen.

Note: In the left panel, the green display indicates that the VM is powered on. VMs that are from
older hosts or have older hardware levels are grayed out.

Create Backup Set
Backup Set Name: Backup Set 8 W Type @ Select Recovery VM

(1 Cristina - vSphere 4 Win XP4 <[ 192.168.22.203:443
(31 John - XP Small Clene (31 Windows 7 32bit_3
G Shell 21-not working G Windows Vista Business SP1_8
& Shell 22-not working

(1 Shell 23-not working

(1 Shell 24-not working

1 Shell 25-not working

Steve - Windows XP Small old VM

3 W2K3 64bit SP2 SOLOS Exch 03_1

G W2K3 5BS 32 bit SP2_1

& Wendy - Win7 X86

1 Wendy - XP small

(1 Win7_x86_4debug

&1 Windows 2008 Standard 64bit_2

&1 Windows 7 32bit_3

¥4 1 Windows Vista Business SP1_8

(] i) xp_clonel 1

[H] & xp_clone2 -

) o o o

Change Server Credentials...

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:

4 Back Mext »

13. After making your selections, click Next.

Note: If you selected a VM that requires special considerations, the following message is displayed.
Ensure that the conditions listed are met, before clicking Yes, or the VM may not back up.

Create Backup Set
Backup Set Name: Backup Set 8  Type @ Select Schedule Se

The following VM(s) may not be able to be backed up successfully because of the fallowing issues between Windows 2008/2011 SBS and ESXi 4.1 and later:

Windows 2008 Standard 64bit_2

Please ensure that the following conditions are met for the selected VMs:

1. The UUID attribute must be enabled.
2. The virtual machine must use only SCSI disks.
3. The virtual machine must not use dynamic disks.

If you are sure that these conditions are met for the above VM(s), you may continue.
Do you want to continue?

Windows 7 32bit_3
41 Windows Vista Business SP1_8
[ xp_clonel
xp_clone2

Change Server Credentials..

Type the IP address of the server you want to add (e.g. 192.168.1.1:443). If the host
is managed by vCenter, please type the vCenter's IP address:
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The Recovery VM Destination page is displayed.
Create Backup Set :

E-a:k..lp Set Name: Backup Set8 o Type  &f Select @ Recovery VM Destination Sche
[+ Selectall VM(s)

Virtual Machine(s) Source Host IP Address
] FiWindows 7 32bit 3  192.168.21.27
|| GhWindows Vista Busin 192.168.21.27

Please select a destination host to specify
4 192.168.22.202
@ settings for the selected VMs.
il 5.1 Cluster

(5 192.168.22.203

Destination Host - Not Specified
Resource Pool Not Specified
WM Folder Not Specified
Datastore Not Specified

Change Server Credentials... Add New Server...

4 Back MHext »

14. In the left panel, select the VMs for which you want to specify settings.

Note: You can choose the settings for all, one, or some VM(s). With the VMs panel, you can select
any number of VMs to edit. VMs that do not have all their settings selected display as Bold and

Italic. Clicking the Select all VM(s) check box provides all VMs with the same settings. You also can
set the destination for each individual VM.

15. In the center panel, select the host on which the recovery VMs should reside as shown in the
example below.

x
Create Backup Set
Backup Set Mame: Backup Set 8  Type & Select @ Recovery VM Destination Schedule
[+ Select all VM(s)

Virtual Machine(s) Source Host IP Address 4
] EaWindows 7 32bit_3  192.168.21.27
|v] EiWindows Vista Busin. 192.168.21.27

5 192.168.22.202 > [ VM Folder
4| g 51 Cluster b B Datastore
(=) @ 192.168.21.23
O B 192.168.21.25
5 192.168.22.203

Destination Host | 192.168.21.23
VM Folder Not Specified
Datastore Not Specified

Change Server Credentials... | | Add New Server...

4 Back Next p
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Optionally, click the Change Server Credentials button to change username and password.

x

Create Backup Set
Backup Set Name: Backup Set 8 o Type Select @ Recovery VM Destination Schedule Settings Finish

Please sign into the server: () The backupset will rely on these credentials to

Username: perform the backup. Please use credentials that
Virtual Machine( administrator won't change often, or else the backup will fail. 35t to specify

Password:

sensessee
OK Cancel
Change Server Credentia Add New Server..
Bac e
16. Change username and password, and then click OK.
17. Optionally, click the Add New Server button to add a new server.
The Add New Server popup is displayed.
X
Create Backup Set
Backup Set Name: Backup Set 8 o Type Select @ RecoveryVM Destination Schedule Settings Finish
Type the IP Address of the server you want to add (e.g. 192.168.1.1:443).
Note: If the host is managed by vCenter, type the vCenter's IP address, You will then be able to navigate to the host you want.

Virtual Machine( a5t to specity

Back et
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18. Type the IP address in the text box, and then click Add.

19. In the right panel, select the Resource Pool, VM Folder, and Datastore for the selected VMs as
shown in the example below.

X
Create Backup Set
Backup Set Name: Backup Set 8 & Type & Select @ Recovery VM Destination Schedule Settings Finish
[+ Select all VM(s)
Virtual Machine(s) Source Host IP Address a 5 192.168.22.202 4 @ VM Feolder -
v GhWindows 7 32bit 3  192.168.21.27 P ffl 5.1 Cluster O Mone
] B1Windows Vista Busin 192.168.21.27 ® [ 1921682123 Op =2FEE
O @ 1921682125 4 O Ain
(5 192.168.22.203 O ) Restore
a _B Andreea
(@] @ Backup
(&) @ Restore
4 -\_;@ Andrei
4 ) @ weenter folder
O ) a5- backup
O FD recoveryvmz
Pl _@ Cosmin
O [ Folder
Destination Host| 192.168.21.23 O [ Folder2
VM Folder Not Specified O [ Recovery
Datastore Not Specified rl _@ Cristi
(&) @ Restore -
Change Server Credentials.. | | Add New Server..
4 Back Mext »

20. Click Next.

The Create Backup Set Schedule page is displayed. See About Scheduling Backups for more

information.
X
Create Backup Set
Backup Set Name: Backup Set 8 o Type o Select & RecoveryVM Destination @ Schedule Settings Finish
Scheduling (#) Create recurring interval-based schedule () Create calendar-based schedule

Specify that the QuickSpin backup set will scan for changes at a specified time interval or from a pre-set calendar based schedule.

Back up to the QuickSpin destination every |1~ hour({s) -

Note: If needed, a currently running backup will finish before attempting to start the next scheduled backup.

4 Back Next p

21. Select the schedule for your backup, and then click Next.
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The Create Backup Set Settings page is displayed.

X
Create Backup Set
Backup Set Name: Backup Set 8  Type of Select  &f RecoveryVM Destination & Schedule @ Settings Finish
Archiving rules Keep |96 = | recoverable versions of backups at the destination.
Notes:

1. You can retain up to 99 revisions per virtual machine. With your chosen schedule of backing up every 1 hour(s) and keeping 96
version(s), you will retain up to 4 day(s) of recoverable versions at the destination.
2, The backup set preserves the current state of the virtual machine(s) enly. User generated snapshots are not saved.

Temp Folder Path: | C\Windows\TEMP\BackupAgent Browse...
Incremental version Specify the path where the incremental versions of your recovery VM(s) will be stored. This data will be used to
storage location recover previous versions of QuickSpin recovery VMs:

Path: | G\ Browse...

In order to restore a recovery VM successfully, you will need both the recovery VM snapshot information (in vSphere) and the
incremental version information stored in this location.

Note: If you want to change the location of the incremental versions, please choose a path that will not be compromised, deleted, or
moved.

4 Back Mext p

22. Select the archiving rules setting and temporary folder destination.

See Archiving Rules for more information.
Note: 1 GB of temporary space is recommended for VMware Standard backups.

23. Browse to or type the incremental version storage location in the Path text box, and then click
Next.

Note: To restore a VM successfully, you need both the recovery VM snapshot information (in
vSphere) and the incremental version information stored in this location. If you want to change the
location of the incremental versions, choose a path that cannot be compromised, deleted, or
moved.
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The Create Backup Set Confirmation page is displayed.

X
Create Backup Set
Backup Set Name: Backup Set 8  Type Selact M Destination & Schedule & Settings @ Finish
@ Selections: The QuickSpin backup set contains 2 virtual machine(s).

You are backing up this YM(s) from the following 1 licensed host(s):

Licensed QuickSpin Source Host VM
192.168.21.27 Windows 7 32bit_3
192.168.21.27 Windows Vista Business SP1_8
{i‘) Schedule: The QuickSpin backup set will run every 1 hour(s).
E Archiving: You will be able to recover up to 96 version(s) from the past 4 day(s).

Note: If you have changed the locations of the destination hosts of the recovery VMs, they will not be changed until the backup setis next
scheduled to run.

If everything looks good, click "Create” below to create this QuickSpin Recovery backup set.

4 Back Create

24. Verify your backup selections, and then click Create.

Note: If you added an unlicensed host and added a VM to backup, the message above would
indicate that you would be charged a licensing fee. See VMware QuickSpin Licensing for more
information.
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The Your Backup Sets page is displayed with your current backup status.

B Activity {3 settings i Backup ¥ Delete {J Restore

Your Backup Sets & Export Backup Selection = =+ Add Backup Set
Name Backup Type Mext Backup Automatic Backup Manual Controls

E—- Backup Set 2 Images Recurring & 'ﬂ b4 A
E—- Backup Set 3 Images Recurring 'ﬁ

E— Backup Set 4 Images 04/23/2014 00:00
& Backup Sets VMware: Standard 04/23/2014 00.00
8 Backup Set7 VMware: Standard 04/23/2014 00:00

E‘n“‘ Backup Set 8 ViMware: QuickSpin Recurring

VIV v V|
i | Vi B Ve B
X X X xX X

To manually run a backup set, click the green arrow (Play) button under Manual Controls.
Also, note the next scheduled automatic backup run time.

Restoring QuickSpin Backups
To restore a VMware QuickSpin backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions. The
Computer page is displayed.

=  Compuoer: B028-a (0028)
— . .

o— # Eon
Backup sgenT Connected DIFZAFIYI4 - O/ 2AFRO04
L oenpuieT Fuaime o2a-a
Commputer B = ri —

Phane number: 191-222-3333 -

Gaeup: Cupdauit Group

Lscal backup submcription: Disatled L PrerTrre

Bl actearty B setings 4 vackup ¥ Delete 1} restore

Rackup Seudction Sxmit Dace Rl SLmILS
DA 9T Remowed 1 Rems a0 12500 MB for 000DEST Compleaed e

¢ Standand [ s e ] Baciced up 1 rew ibeeg. and 125 00 M online for 000211 Compie e

D404 0835 Badkied up 1 v ie=s and 188 14 58 onlire for 0000018 Compietng
QLTINS 0EI2 Bagoed up 0 mew insms and 000 B oedine Tor Q000021

Cedete G0N S OIS Deieted 1 e and 13800 W8 For 000611 Compiried
B804 0cEa Remeeed 1 Refms % 100 8 far (00010 Caimpiet
QLTTRRENA 0FER Remered 3 Rems o 4161 W for OO0 Compieed Y

2. Click the Restore tab.
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The Your Restores section is displayed.

E Cc-mputﬁ:. 0017 (D04 7)

EE (ORI 7 B
RSk D St Corrsgbid ," O/ 24720148 - /2472014
COMUITET farms E-a

Cormpurer 1D: Q0IE
Arrenant Ler e pae

Email address

Pihine rumbser 111-222-3533 -

Group: Dhbaidiy Group

Local backup subscription: Enabled [ - m“:m“ - ™ - u.—:.:,-uu

= Aty .,ﬁl STt "j' Backinp X Deiere ) Resore

Your Restones = 5cam a Restong

Type SEadus Completed Cancel Resiore

¥OU hawe Not restored any data during the last 7 days

3. Click the Start a Restore button. The Restore Type page is displayed.

Restore :
nd restore your data. © Type Select
() &y Filesand Folders
h Restore files that you've backed up by selecting them from their original folder
hierarchy, by daily snaphots, or by backup set.
Microsoft BExchange
Restore Microsaft Exchange Information Stores or by mailbox level. This option
is unavailable because you've not created any backup sets of this type.
] @ Virtual Machines
Restore Viware and/or Hyper-V virtual machines,
Microsoft SOL
Restore Microsoft SQL databases. This option is unavailable because you've not
created any backup sets of this type.
System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this type.
O @ Images
Restore images of volumes or mount them for object-level restore.
Restore from a secondary catalog Mext »

4. Select the Virtual Machines radio button.
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5. Select the VMware QuickSpin Recovery radio button, and then click Next. The virtual machines

6.

EVOLVE®S

The Virtual Machine restore types are displayed in the right panel.

Restore

Brows

L= Vr_\_\"

Q gj

Files and Folders
Restore files that you've backed up by selecting them from their original folder
hierarchy, by daily snaphots, or by backup set.

Microsoft Exchange
Restore Microsoft Exchange Information Stores or by mailbox level. This option
is unavailable because you've not created any backup sets of this type.

Virtual Machines
Restore VMware and/or Hyper-V virtual machines.

Microsoft 5QL
Restore Microsoft SQL databases. This option is unavailable because you've not
created any backup sets of this type.

System State
Restore system state information. This option is unavailable because you've not
created any backup sets of this type.

Images
Restore images of velumes or mount them for object-level restore,

are displayed.

Restore

Brov

] & [eristi]

and restore your data.

dsl_2_Recovery_Recovery_Recovery

X
© Type Select Settings Restore
Choose how to browse the Virtual Machines you want to restore:
Hyper-V - Standard Recovery
Restore Hyper-V virtual machines from the cloud or local vault. This option is
unavailable because you've not created any backup sets of this type.
(») VMware - Quick5pin Recovery
Restore WMware virtual machines quickly from a local host.
_) VMware - Standard Recovery
Restore WMware virtual machines from the cloud (and from a local folder for
Local Only backups).
Restore from a secondary catalog Next »

W Type @ Select Se

Select the items on the left you want to restore.

4 Back

Mext p

In the top left panel, double click the virtual machine to display the revisions, and then select the

virtual machine revision radio button you want to restore.
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Your selection is displayed in the right panel.

x
Restore
Browse and restore your data. o Type @ Select Settings Restore
[¥] () [eristi] dsl_2_Recovery_Recovery_Recovery (3 [eristi] dsl_2_Recovery_Recovery_Recovery (Latest Revision)
4 Back Next b

7. After making your selections, click Next. The Restore Settings page is displayed.

Restore

and restore your data. & Type o Select @ Settings Restore

Brows

Restore type Choose the type of QuickSpin you want to perform:

(&) Sandboxed test recovery
Sandboxed test recovery is a non-destructive means for you to verify the integrity of your backed-up VM(s) without impacting
normal business operation. Your preduction VM(s) remain powered on and fully operational, The selected recovery VMs are
powered on within an isolated VLAM.

() Production recovery
Performs an instant recovery of your production VM(s) with the selected recovery VM(s). If the production VM(s) is srill
running, it will be shut down before powering up the recovery VM(s).

4 Back Mext

8. Select a Restore type radio button.
If you select Sandboxed test recovery (default option):

e The source/production VMs are not shut down.

e The recovery VMs selected are started on their own separate VLAN to avoid conflicts with
the production VMs.

e Backups to the recovery VMs do not continue as long as the recovery VMs are powered on.
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If you select Production recovery:

e The source/production VMs are shut down.

e The recovery VMs selected are started on using the production network. They will assume
the role of the original production VMs.

e Backups to the recovery VMs will not continue as long as the recovery VMs are powered on.

9. After making your selections, click Next. The Restore Confirmation page is displayed.

X
Restore
Bro and restore your data. W Type  of Select o Settings @ Restore
@ Selection: You have chosen to recover 1 virtual machine(s) as a QuickSpin sandboxed test recovery.
3 Information: You are recovering the following VM(s):
[cristi] dsl_2_Recovery_Recovery_Recovery
Notes:
- If necessary, power off non-critical VM(s) on the destination to make sure that you have sufficient resources available to start the recavery
VM(s).

+ If the VM(s) you have chosen to restore is currently in the process of being backed up, the backup of the VM(s) will be cancelled in order to
allow the restore to proceed.

+ You need to add the VM(s] to an existing backup set or create a new one to ensure that the VM(s) is protected.

+ Make sure that you remove the original VM(s) from the backup set(s) so that you don't receive unnecessary errors,

If everything looks good, click "Restore” below to begin restoring your selected VM(s). Please make sure to add the recoveredVMis) to a
backup set to ensure that they are backed up properly.

4 Back Restore

10. Verify your selections, and then click Restore. The Your Restores page is displayed showing status
of the restore.

= Computes D02E-a (002E)
& Lo

DU A - DA A

Barkup ageen Runmng 35

Mg M D354

e 1D DaIm smn

ALCour LT

rrandl cidirrun

PE— 1n222TR -

Laroup Catrtaii G oo

A odEl i st Dooabied - T ]
B actieiy & ings i i K Do ]
Fesur Hesoaes # inan s lesiees
- — L i i

e QuciSpin — Ty )

Widwate Slafeland
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When the restore is complete, the final status is displayed as show below.

E Emp-mﬁ:. OOFE-a (D028)

# Edax
Hackup agent Conmected UMTAIONS - DA TAIDTE
L oempuster raene DOZE-a
=

Cosnpuner I oazE —
ACOOANE USETname:
inaal poidress
Prene numier: 111-222-353% e
Caroup: DaTauly Group
Lacal backup b Disatdad o =

- e ripakan: L BT PR

Bl actrerty 7 Setting U Baceup X Debete LB

Your Restores + 5tarta Restore

Type Status Completed Cancel Restore

Wihlwane: QuickSpin 1 'Wls) Restored

Widware: SLandard 1 Wlils) Restored

Deleting QuickSpin Backups
To delete a VMware QuickSpin backup, perform the following steps.

1. Navigate to the Computer Page. See Navigate to the Computer Page for instructions. The
Computer page is displayed.

E Computer: 00FE-a [DOZA)

# B
Barhug agrrd. Commected VI - G I
 cmpaiter name [« b NY
Cewnpiter 10 one

Evuii abibieas:
P . o ik A L]
Grousp Ot G

Bl Tl A ST Ty - SRR
B Acowiny ) Semings i Baciup X Detee ) Resiode
Bl oup St AT TR Scart Dae BTy SLans
022420011 3% Bached up S v Bemd and 0.00 B ol for D0HO01 7 e
DAL 1118 Eysioned | Reemg and 300 B for DOR0328 Completsd
BARAREN 11T Blaccinal uaps ¥ s i i 1000 B houcally Fowr EEPEA
G0N T Rtorb | AESS a0 L2500 WB for (EXS7 Compieted
Baehed g 1 A BTl a3 12500 B eraire e D031 Complrted
Bached up | neve Beme and 18814 ¥8 online for 000018 Compieted
Bascind up & s e and 0 00 I ordine for D002 W

2. Select the Delete tab.
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The Your Deletes page is displayed.

= Computer: (0ZE-a (DDZE)

MBUTER INFORMATION 4 Edit
Backup agent Connected O1/25/2014 - 04/25/2014
Cormpaster nome: 00Z8-a
Comparter |Dx 00Z8 F—

ALCount username
Email address
P Msmiber; 111-222.3333 Hossn
Group; Default Group
Local backup subscription: Disabied o8
O T4

= Activity :ﬂ Zettings "“ Backug X Delere vl Restore

Your Deletes + Delete Data
Type Status Compileted Cancel Delete

You have nok deleted any data in the st T days

3. Select the Delete Data button. The Delete Type page is displayed.

Delete :
Please select the items you want to delete © Type Select Delete

Files and Folders

Delete files that you no longer need by selecting from their original folder

hierarchy, by daily snaphots, or by backup set. This option is unawvailable

because you've not created any backup sets of this type.

Microsoft Exchange

Delete Microsoft Exchange Information Stores or by mailbox level. This option

is unavailable because you've not created any backup sets of this type.
(@] @ Virtual Machines

Delete VMware and/or Hyper-V virtual machines,

Microsoft SQL

Delete Microsoft SQL databases. This option is unavailable because you've not

created any backup sets of this type.

System State

Delete system state information. This option is unavailable because you've not

created any backup sets of this type.

Images

= Delete disk images. This option is unavailable because you've not created any
backup sets of this type.
MNext »

4. Select the Virtual Machines radio button.

The Virtual Machine options are displayed in the right panel.

Evolve IP | 989 Old Eagle School Rd. | Wayne, PA 19087 | 610.964.8000 | support@evolveip.net | www.evolveip.net



mailto:support@evolveip.net
http://www.evolveip.net/

Cloud Backup Admin Guide EVOLVE®D

Delete 2

Please select the items you want to delete © Type

O r.ﬂ' Files and Folders Choose how to browse the Virtual Machines you want to delete:
o Delete files that you no longer need by selecting from their criginal folder

hierarchy, by daily snaphots, or by backup set. Hyper-V - Standard Recovery

Delete Hyper-V virtual machines from the cloud or local vault. This option is

Microsoft Exchange unavailable because you've not created any backup sets of this type.
Delets Microsoft Exchange Information Storas or by mailbox level. This option
is unavailable because you've not created any backup sets of this type. (»)  VMware - QuickSpin Recovery

Delete Viware virtual machines quickly from a local host.

(=) @ Virtual Machines
Deleta Viware and,for Hyper-V virtual machines, () VMware - Standard Recovery

Delete Viware virtual machines from the cloud (and from a local folder for
Local Only backups).

Microsoft SOL

Delete Microsoft 50L databases. This option is unavailable because you've not
created any backup sets of this type.

System State
Delete system state information. This option is unavailable because you've not
created any backup sets of this type.

o @ Images

Delete disk images.

Mext p

5. Select the VMware QuickSpin Recovery radio button, and then click Next. The Virtual Machines
are displayed.

Delete %

Please select the items you want to de

V Type @ Select Delete

[[] B [cristi] dsl_2_Recovery_Recovery_Recovery Select the items on the left you want to delete.

4 Back MNext b

6. Select the virtual machines you want to delete.
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The selected virtual machines are displayed in the right panel of the screen.

X
Delete
Please select the items you want to delete V Type @ Select Delete
4] @ [eristi] dsl_2_Recovery_Recovery_Recovery @ [eristi] dsl_2_Recovery_Recovery_Recovery

4 Back Next »

7. After making your selections, click Next. The Delete Confirmation page is displayed.

X
Delete
Please select the items you want to delete & Type  &f Select @ Delete
@ Selection: You have chosen to delete 1 item(s).
ﬁ Information: You are deleting the following Quick Spin VM(s):

[cristi] dsl_2_Recovery_Recovery_Recovery

If everything looks good, click "Delete” below to begin deleting your items.

4 Back Delete

8. Confirm your selection, and then click Delete.
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The Activity Page is displayed with the latest Delete.

= Computer: 0021 (0021}
# fon
Bk agert Connected CLADIITON 4 - GO 3004
Compuier name [y
L oempimer I e erd]
ACOOUNE LISETManme:
Ernail ackiress:
Piniee nusmiber: 191-222-3333
Carensp: Dpaailt Group
Locad backup sukbscription: Erabled
Bl Aovivviny 5 Semings 4 Backup o Debere ) Restoae
Backup SevAction Saart Date Results SLanus
QDRI Tordd Ceebered 1 ems and 100 QB Tor QO0G00E Comglened ~
R B R Baciord op 1 new Remi and 000 & onbing flor 00018
BLATRE14 2000 Baciobd g 1 new Rems ana 51240 KB anline o GI007-23
i Besckoed w1 rew Rems snd 000 B online for 000200
Bachopd o 1 nw Birnd 653 207,88 MB Salis tar 0007010
BAME/204 DI02D Baiobd o 1 néw Rems ana 000 B onkine flor D0031:55
el 1 [ n e Eed R Bacioed i 1 naw Reme nd 470,780 MO cnline for D000684 v
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To edit a backup set, perform the following step.

In the Manual Controls column at the Your Backup Sets section, select the edit icon

you want to edit.

= Computer; 00258 a (0028)

- -

Backup agent: Connected
Computer name 0028-a
Competer 1D 0028

Account username

Email address:

Phooe number: 111.222.3333

Default Group
Local backup subscription: Disabied

B Acwy B settings

¥ vackup X Detete
Your Backup Sets
Name Backup Type
o 1f Foes and Foiders
,' $ VW VWiware: QuickSpn
g‘ 3 Images

VAware: Stangarng

EVOLVE®S

]

of the backup set

s Eoe

01/24/2014 - DA242004
300Ms

LUy

B2 004

J Restore

& Export Backup Selection 4 Add Backup Set

Next Backup Automatic Backup Manual Comtrols

. > ou X
> .0 x
RN
N

The Edit Backup Set wizard is displayed. You can select the type of backup you want to edit from the

left column.

Create Backup Set

Backup Set Name: Backup Set7

=

L

Files and Fold .
fiesandrolders Files and Folders

Exchange Information Store

across the network.
Exchange Mailbox Level

4]

S0L

o
L

System State
Backup Set Name:

Virtual Machines

"

Backup Destination:

Images

?

Choose this option to back up individual files and folders on this computer, or

© Type Select Schedule Settings Finish

Backup Set 7

(2} Online

Loca

Next p
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About Editing Backup Sets

The Edit Backup Set wizard is similar to the Create Backup Set wizard you used to originally create the set, so
the steps are essentially the same. Note that you may encounter the following prompts:

= A backup destination has changed

=  AnImaging source volume is no longer present

= Afile or folder selected for backup is no longer found

= A QuickSpin host destination has changed

= A QuickSpin incremental version storage location has changed

A Backup Destination Has Changed
If you changed the backup destination, the following prompt is displayed.

Please select a backup destination:

Historical backups will be invalidated if the backup destination is changed. To continue
incrementals, copy the latest full backups to the new storage location before resuming
backups. Otherwise, a full backup will be taken in the new storage location.

If you changed the backup destination, historical revisions are invalidated. As a result, the next backup is a full
unless you copy the full backup.

You can continue incremental backups by copying the full backups to the new destination from the original
storage location prior to making the change.

An Imaging Source Volume Is No Longer Present

If a source volume is no longer present, the following prompt asks you whether or not you would like to keep
it in the backup set.

The following volume(s) are no longer present on the source machine:

Mew Volume (E)
Would you like to remove these volume(s) from the backup?

|_| Remove backup data associated with any missing volume(s).

Continue

Caution! Only click Remove backup data associated with any missing volume(s) if you are certain you
do not need to retain backups related to these volumes. You can always remove backup data
from these volumes later on using the delete wizard.

Evolve IP | 989 Old Eagle School Rd. | Wayne, PA 19087 | 610.964.8000 | support@evolveip.net | www.evolveip.net



mailto:support@evolveip.net
http://www.evolveip.net/

Cloud Backup Admin Guide EVOLVE®D

A File or Folder Selected for Backup Is No Longer Found

When editing a File and Folder backup, if a file or folder that was explicitly selected for backup is no longer
found, the prompt below is displayed and asks if you would like to remove that file or folder from the backup
set.

Clicking Continue removes the listed items from the backup set after the backup set is updated and saved.
Failure to save this backup set and remove the listed items causes errors in your logs.

. X
Edit Backup Set
Backup Set Name: Test revs W Type @ Select Schedule Settings Finish
The following items in this backup set no longer exist or cannot be found:
Ch\Test] et

These items will be removed from the backup set upon saving. Failing to save this backup set and remove these items will result in errors in your logs.

Continue

Type network location if it is not listed above (for example, V\serverishare):

Path: Add

Back ext
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A QuickSpin Host Destination Has Changed
At the QuickSpin Edit Backup Set Recovery VM Destination page, you can change the Host Destination.

Edit Backup Set =

Backup Set Name: 5.2.4VMWare o Type o Select @ Recovery VM Destination Schedule Settings Finish

| Select all VM(s)

Virtual Machine(s) Source Host IP Address Please sefect a destination host to specify
' ettings for the selected Vs,
[ Ghlcristi] dsl_2_Recover 192.168.21.25 settingsfor the selected VLS,

Destination Host
Resource Pool
VM Folder
Datastore

Change Server Credentials... | | Add Mew Server...

4 Back Mext »
If you change the host destination, the following prompt is displayed.

You have chosen another destination host. Choosing this will override your settings and cause you to have
to respecify them. Is this what you really want to do?

Yes Mo

If you select Yes, then the Specify Settings column is activated. You must re-specify the destination Resource
Pool, VM Folder, and Datastore settings.
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A QuickSpin Incremental Version Storage Location Has Changed

At the QuickSpin Settings page, you can specify the path where the incremental versions of your recovery VMs
are stored.

- X
Edit Backup Set
Backup Set Name: 5.2.4 VMWare ' Type Select o RecoveryVM Destination & Schedule @ Settings Finish
Archiving rules Keep |96 ~ | recoverable versions of backups at the destination.
Motes:

1. The backup will run 7 day(s) a week, running a total of 7 time(s) per week.
2, The backup set preserves the current state of the virtual machine(s) only. User generated snapshots are not saved.

Temp Folder Path: | C\Windows\TEMP\BackupAgent Browse...
Incremental version Specify the path where the incremental versions of your recovery VI(s) will be stored. This data will be used to
storage location recover previous versions of QuickSpin recovery VMs:

Path: | CATest Browse...

In order to restore a recovery VM successfully, you will need both the recovery VIV snapshot information (in vSphere) and the
incremental version information stored in this location.

Note: If you want to change the location of the incremental versions, please choose a path that will not be compromised, deleted, or
moved.

4 Back Mext p

Caution! If you change the incremental version storage location, all revisions become invalidated and the next
backup is a full. It is recommended you choose a location on the same drive as your Local Vault, if you have
one set up.
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This appendix includes the following topics:

= Restoring Revisions for Hyper-V and Imaging
= Archiving Rules

= About Scheduling Backups

= About the Backup Monitor

= Backup Options

= About VMware Clusters

About Restoring Revisions for Hyper-V, VMware, and Imaging
With Hyper-V and Imaging, you can restore from a specific revision. By default you get the latest.

For example, if you backup a Hyper-V VM once at 1 p.m., once at 3 p.m., and once at 6 p.m., you would
have 3 revisions and you can select to restore any of these revisions.

About Archiving Rules
Selecting the drop-down for Add a New Archiving Rule allow you to create a new rule of one of the following

types:
=  Age
= Versions
= Disk Usage

= Date Range

The default options and archiving rules for Hyper-V and Imaging backup sets match those for VMware
standard. The Hyper-V and Imaging backups default retention span is 4-weeks.

You can set the minimum number of days to hold revisions with the Keep at least ___ days option.

Archiving rules dictate how many versions of each file Cloud Backup’ systems keep and are set during the
creation or the editing of a backup set. The maximum is 99 versions. You can set the minimum number of file
versions with the at least __ versions option.

Rules can be deleted by using the Delete icon at the beginning of the row when in edit mode.

How Archiving Works for Imaging

You can choose to store a number of revisions in local storage. For example, if you would like to retain a
week’s worth of backups and you’re running backups once per day, you should set your retention policy to
keep 7 versions.

How Archiving Works for Hyper-V and VMware
The first backup includes a true full copy of the files. After the first backup, just the changes to the files are
copied. These changes constitute a revision of that file to restore.

If you choose to keep a large number of revisions then you store more data. If you choose a lower revision
rule, there are fewer revisions and fewer file options for a restore, and therefore reduced risk.
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Archiving rule options differ based on the type of data being backed up and the rules that the customer
configures.

About Advanced Archiving

Advanced archiving allows you to add a rule, edit a rule, or delete a rule.

At the Settings page in the backup wizard, you have the option of selecting the Advanced Archiving rules tab.
The following page is displayed.

Settings Advanced Archiving

Use a Template ~

@! Keep alf versions from now to 4 Week(s). After 4 Week(s) keep nothing.
Keep no fewer than 4 version(s).

4 Back Next »

Double-clicking anywhere in the row in which a rule resides sets that rule to edit mode.

The Save button saves the rule as currently specified.
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If you select the Use a Template drop-down, the following page is displayed.

Settings Advanced Archiving

Use a Template
{—_ ] Medical from now to 4 Week(s). After 4 Week(s) keep nothing.

_ an 4 version(s).
{] Accounting

4 Back MNext »

You have the ability to use a Medical or Accounting template as the starting point for creating an archiving
rule.
The values of these templates are listed below:
Medical

= Type: Date Range

= Line 1: Keep all versions from now until 1 month

= Line 2: After 1 month, keep monthly versions for 1 year

= Line 3: After 1 year, keep yearly versions for 7 years

= Line 4: After 7 years, keep nothing.

= Keep no less than: 1 version

= Applies to: All
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Accounting
= Type: Date Range

= Line 1: Keep all versions from now until 1 month

Line 2: After 1 month, keep monthly versions for 3 year

Line 3: After 3 years, keep yearly versions for 7 years

Line 4: After 7 years, keep nothing.
= Keep no less than: 1 version

= Applies to: All

About Scheduling Backups

With the Imaging option, when performing a backup, you can choose between Calendar and Interval
scheduling when the following page is displayed:

X
Create Backup Set
Backup Set Name: Backup Set 4  Type & Select @ Schedule Settings Finish
Scheduling (#*) Create calendar-based schedule (_J) Create a recurring interval-based schedule

Choose whether to run your backup from a calendar-based schedule or to scan for new and modified files at a specified time interval.

-

Schedules Add

# # # # # # #
1200AM | 12:00AM | 12:00AM | 1200AM | 1200AM | 12:00AM  12:00AM

A
T A 1R  [llow To Finish [Allow To Finish  [AllowTo Finish  [AllowTo Finish  [AllowTo Finish  [Allow To Finish  [Allow To Finish

Allow To Finish 01 AN

Mondays At 12:00 AM
Allow To Finish

Tuesdays At 12:00 AM 03 AM
Allow To Finish

Wednesdays At 12:00 AM
Allow To Finish

Thursdays At 12:00 AM
Allow To Finish 06 AM

Fridays At 12:00 AM
Allow To Finish

-

Saturdays At 12:00 AM 08 AM

4 Back Mext p

Calendar scheduling makes it easy to do once per day backups. This option is the default. Interval scheduling is
not available using Hyper-V.

A recurring-interval schedule is the default. This defaults to backing up to the recovery VM every hour, but can
be set as often as every 15 minutes.
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Interval scheduling allows for more than once per day. The Interval schedule page is displayed below.

Create Backup Set
Backup Set Name: Backup Set 4  Type o Select @ Schedule Settings Finish

Scheduling () Create calendar-based schedule L2} Create recurring interval-based schedule

Specify that the imaging backup set will scan for changes at a specified time interval or from a pre-set calendar-based schedule.

Back up to the local destination every 16 - || hours -

Mote: If needed, a currently running backup will finish before attempting to start the next scheduled backup.

4 Back Mext »

About the Backup Monitor
The Backup Monitor can be used to perform the following tasks:

= Run a Hyper-V, VMware, and Image backup

= Delete a Hyper-V, VMware, and Image backup

= View logs related to image and VMware actions

= View image and VMware backups in the Account Summary and Backup Sets screens
You cannot create or edit Hyper-V, VMware, or Image backups using the Backup Monitor.

You can create these backups using the management portal at https://manage.Cloud Backup.com.

About Backup Options

During the Backup procedure, you have the following options:
=  Online only
= Local only
=  Online and local

Note: Online and Local is only shown if the Local Vault is set up for this computer. The Local Only option is
available if the Local Vault is set up and the computer has a Local Backup subscription assigned.

Online Only

You are backing up to the cloud only.
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Local Only

Local only backup works in conjunction with an existing feature called the Local Vault. These backups are not
stored on Cloud Backup servers and do not count toward your remote storage. Local Only also requires a Local
Backup subscription. Without it, back up to both the local vault and the cloud.

Using the Local Vault as the storage space, the local-only backup feature allows you to create backups that are
stored only on the Local Vault. This feature is ideal for data that needs to be backed up but that may not be
the best candidate for online backup. Some reasons to use Local Only Backups are:

=  For media files such as mp3s, movs, jpgs that won’t change and don’t need daily revisions.
=  For any other personal data that is not critical.

=  For any data that the client does not want to pay for but still wants backed up (music and/or
video libraries).

=  For Exchange Mailbox backups — the messages are available locally in the event that a client is
missing an e-mail (the recommendation is to then backup the Exchange Info Store databases
online for Disaster Recovery).

About VMware Clusters

Clusters are a group of hosts that are linked in such a way as to be managed as a group. A cluster can act as a
single larger, more powerful host by sharing the resources of all hosts.

Some benefits of host clusters include:

=  High Availability (HA)

=  Sharing of Resources

=  Live Migration of VMs between hosts
High Availability

If a host in the cluster goes down, the VMs that resided on that host can be started up on one of the other
hosts in the cluster.

Sharing of Resources

VMs can effectively be load balanced across hosts to most efficiently utilize the resources (CPU, Memory, etc.)
of the cluster with VMware Distributed Resource Scheduler (DRS).

vMotion

Clustering hosts allows the use of vMotion, which is the live migration of VMs across hosts in the cluster
without having to power them down.
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The following graphic shows a page from the Cloud Backup Backup wizard that highlights the advantages
of clustering.

CREATE BACKUP SET Bl ittt 0 GTE AT S

Backup Set 3 or some VMY(s) from the same panel.

v, Select all VM(s)

Virtual Machine(s) Source Most |P Address
! B Bingyu
V) ) Longh

13
s>
i D Gilca Radn
i D Fred Rogers 3 5
i D Jetf Schneler 192 16845 63

vCentar 5.1 Rescuece P

HOOEEaEe T B

1T8Total 643S3GBF
192 16847 36
1921684757

192 16847 38

) E9 2 e

4 TH Total, 3.2 T8 Free) I 2 B T

Choose Resource Pool, VM
Folder, and Datastore for
the selected VMVs,

Cha.

Choose the VMs for
which you want to

Choose a host for the

VMs selected in the

change settings. first panel.
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The following table provides definitions for some of the terms used in this guide for cloud computing restore
and backup functions.

Term Definition

Archive Rules Used to control the number of revisions that are stored, by removing
unneeded revisions indicated in the rule. When the backup set is run,
each rule is applied in the order listed within the set's revision rule list.
The Standard Rules Types are:

=  Disk Usage
=  Number of Revisions
= Disk Usage

= Date Range

Asynchronous An attribute of a Before and After Action. If designated for a Before
action, the action starts at the start of a backup set, but may not
completely finish before the backup set begins. If designated for an After
action, the backup set may not completely finish before the action is run.

Backup Set A selected set of data and folders that are backed up when run, either
manually, or automatically based on an associated schedule. Backup sets
can include files and folders, VMware and Hyper-V virtual machines
(VMs), an image of one or more physical drives or SQL and Exchange
data.

Cloud Archive Data that no longer needs to be accessed on a regular basis is
maintained and backed up remotely by a cloud storage service provider.

Cloud Application A software application that is never installed on a local machine and is
always accessed over the Internet.

Cloud Provider A company that provides cloud-based platform, infrastructure,
application, or storage services to other organizations and/or individuals.

Computer ID A unique four digit code used to keep track of multiple subaccounts that
are associated with a single main account. The first computer you install
Online Backup Solution.com on has the computer ID 0000. Subsequent
subaccounts have the next sequential computer ID of 0001, 0002, and so
on.

Cluster A group of hosts that are linked for the purpose of providing high
availability.
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Differential Backup A type of backup associated with SQL Server, for File and Folder,
VMware Standard, and Hyper-V Standard backup sets. After the initial
full backup is completed, a differential backup backups only data that
has changed since the prior full backup.

FAT File allocation table. A file system developed mostly for hard drives.

File Catalog A list of all of data, and revisions that are contained within backup set.
The catalog is transmitted to the backup servers with every backup.

GPT Globally unique identifier(GUID) partition table. A standard for the
layout of the partition table on a physical hard disk using globally unique
identifiers.

Hypervisor A platform that allows multiple operating systems to run on a host

computer at the same time.

Image-level (volume-level) | A process that backs up an entire storage volume.

Backup

Incremental Backup Backs up only the data changed since the last backup. Microsoft
Exchange, Imaging, and VMware QuickSpin support the use of
Incremental backups.

IntelliBlox A proprietary technology that uploads only the changed blocks of a file.
At your next backup, the data is scanned and any changes at the block
level are detected; only these changes are uploaded.

Local Vault Keeps a mirror copy of backup data stored on Cloud Backup and local
servers.

MBR Master boot record. The first sector on a hard drive occupied by code
necessary to start the operating system startup process.

MSP Managed Service Provider. Provides delivery and management of a
variety of services which include but are not limited to: network-based
services (online backup), applications, and equipment.

NTFS New technology file system. The standard file system of all supported
Microsoft operating systems.

Quiescing A process of bringing the data on a disk of a physical or virtual computer

into a state suitable for backups.
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Restore The process of retrieving backed up data. You can restore your data to
their original locations, or to a different folder.

Revision The state of data at a particular point of time.

Revision Rules

See Archive Rules.

Snapshot

A reproduction of the virtual machine as it was when you took the
snapshot, including the state of the data on all the virtual machine’s
disks and the virtual machine’s power state (on, off, or suspended).

Synchronous

An attribute of a Before and After action. If designated for a Before
action, the action completely finishes before the backup set begins. If
designated for an After action, the backup set completely finishes,
before the action is run.

UNC

Uniform Naming Convention. Specifies a well-formed syntax to describe
the location of a network resource, such as a shared file, directory, or
printer.

vCenter Server

The management tool used to administer the various available servers in
the enterprise. These servers can be ESX or ESXi, each tied to a physical
server and able to host a number of virtual machines.

vCenter Server Database

A persistent storage area for maintaining the status of each virtual
machine and user that is managed in the vCenter Server environment.
Located on the same machine as vCenter Server.

vMotion

The live migration of VMs across hosts in a cluster without having to
power them down.

VMware ESX/ESXi

VMware hypervisors that are installed on bare metal and run on the host
computer.

VMware vSphere

The name of the VMware virtualization system.

VMware Virtual Machine

Console

An interface that provides access to one or more virtual machines on the
local host or on a remote host running vCenter Server.

VSS

Volume Shadow Copy Service. A Windows service for capturing and
creating snapshots called shadow copies.
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