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Overview

This article covers cumulative improvements in Clearlogin.

Current Release Notes

CY 2021

CY 2020

New Additions:

Allow customers to control the level of access evolve ip has when making changes to their
tenant configuration.

Newly created app tiles can be hidden by default via new tenant setting.

Added new event log to capture when a user changes another user's role.

New Additions:

Added webhook functionality to access rules.

Added the ability to add a custom list attribute to clearlogin directory.
Added password reveal option in clearlogin directory user profiles.
Added the ability to control the expiration on JWT app tokens.

New Additions:

Added the ability to access clearlogin tenant via account number in addition to user-friendly
subdomain.

Fixed v3 dashboard redirect on account recovery.

Fixed issue when resetting Guardian Passwords.

Improved performance with admin user profiles listing and CSV reports.

Added additional time to remember usb devices during mfa prompts.

Higher quality evolve ip app icons on the v3 dashboard.

Added access rule aggregation reports to determine which users/apps will match a given
access rule.

Updated api docs to properly reflect optional parameters and display branding information in
firefox.

Updated tenant api to better support pagination for larger datasets.

New Additions:

® Added easier access to transform rules via Admin Portal.

Added support for Azure Admin Credentials in Identity Source to enable end user password
management.

Added support for Klipfolio SAML application.

Enabled the ability to minify and sign SAMLResponses before submitting to Service Providers.
Force password resets when a Guardian changes a password.

Enhanced formatting of SAML data when in debug mode.

Fixed ui issue where long usernames got chopped up in user dashboard menu.

Fixed ui issue on login when a username is supplied via url.

Changed verbiage on dialogs to from cancel to close.

Added higher resolution logos to login screen

New Additions:

Per-app multi-factor authentication
Read only admins can now use the quick access admin link
Lots of optimization for better speed and stability



New Additions:

® Better reporting for app activity
® Transform Rules page is now easier to access and use
® Updates to SAML 2.0 standard support for improved compatibility

CY 2019

New Additions:

® Toggle for weekly admin e-mail instead of monthly
® Azure AD OpenlD template
® Backend enhancements

New Additions:

® MFA settings mobile view has been dramatically overhauled
® Azure AD identity source
® Various bug fixes

New Additions:

® Default MFA selection is now more intuitive
® Security compliance fixes
® Better support for potential form variances with the Password Manager

New Additions:

® Code compliance updates
® Performance optimization
® Added Broadsoft as an Identity Source

New Additions:

® Updated admin reports to have broader categories for searching and parsing
® Added password verification abilities for Google Identity Sources
® Ability to select default MFA provider as a user

New Additions:

® You can now reveal passwords as you are typing them in order to avoid typos/mistakes
® Optimizations and fixes for Access Rules to greatly improve load times
® Upgraded JWT app connector functionality to adhere to modern standard changes

New Additions:

® Toggle for the weekly admin report to be monthly instead
® User dashboard app sorting has been improved
® You are now able to change your G Suite password via Clearlogin

New Additions:

® Various backend upgrades and optimizations for a faster, more stable experience

® Improvements to "Reports" menus for better sorting and parsing of logs

* New "Support PIN" feature for easier interactivity and faster response times with Evolve IP's
Support Team



New Additions:

® Various optimizations, bug fixes, and improvements to the Password Manager extension

® Fixes for Multi-Factor Authentication to allow for easier usability

® Option to reveal passwords on the Password Manager credentials management page so that
you may easily reference your old password for apps that require it when changing your
password

New Additions:

® Multi-page authentication is now supported for the Password Manager. For example, if an app
requires you to type in a username and then click on the submit button, and then type in your
password and click on the submit button, you can do this now.

® Password Manager apps now do not require entering CSS selectors into the app connector
page. The Password Manager is now able to dynamically discover and utilize CSS connectors
automatically during everything authentication. Besides negating the need to configure
password apps from here on out, this will now also eliminate the need to maintain password app
connectors.

* We now support Mozilla Firefox for the Password Manager! You can install it from Mozilla's
store: https://addons.mozilla.org/en-US/firefox/addon/clearlogin_password_manager

New Additions:

® Clearlogin as an OpenlID provider (this allows Clearlogin to have other SSO providers be an
app within it's interface and vice-versa)

® Sticky search menu within the Password Manager

® Lots of optimization for better speed and stability
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